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FANOX

1. INTRODUCTION

The RNXtudio software is a proprietary and free software with gateway configuration and logic
editor, allowing precise customization and integration in the system. In addition, NTP server
synchronization is available, ensuring accurate event timing across the system.

The RNXtudio software allows for the following functions:

o Installation Management
o Gateways configurations
o Modbus RTU Master
o Modbus TCP Master
o IEC 60870-5-104 Slave
o |EC 60870-5-101 Slave
o DNP3 Slave
o Setting configurations
Logic configuration
o Exit: To close the program.

e}

2. INSTALLATION

To install the RNXtudio it is necessary the following link:

https://fanox.blob.core.windows.net/rnxtudio/publish.htm

The link will open the next screen, where key “install” must be pressed:

FANOX

Safely protected

[T RNXtudio

INSTALL ONLINE MODE

If these components are already installed, you can launch the application now. Otherwise, click the button below to install the prerequisites and run the application

i Installing the RNXtudio through this option, the program is updated automatically.

@ Install RNXtudio

Current RNXtudio Version: 1.0.2508.2839

Once it is pressed INSTALL, the RNXtudio will be installed automatically. Following this advice, the
update of the software does not require any user’s action, this is, if the RNXtudio is run being the
laptop connected to Internet, The RNXtudio updates itself when it is started. Besides, the necessary
drivers depending on the operative system can be downloaded from this page.

Supported operating system is Windows.
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3. DESCRIPTION

3.1. Start Page

While no project is open or created, the toolbar submenus options will remain disabled except NEW,
Open and import.

RNXtudio as shown as follows:

® M a -~ ¥ 401
= o . =l - P V=
i Settings Settings Mag
Project Configuration Online

2- RTU Data model

::::::

Figure 1: RNXtudio Start Page

The main window is divided into 3 areas:
1- Tabs and Toolbar.
2- Browser tree by the RTU data model.
3- Edit window.
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3.2. Tabs and Toolbar options

Project Gateway Configuration Oniine Tack

Figure 2: Tabs and Toolbar options

3.2.1. Tabs

3.21.1. File Tab

— e e HEOE

Figure 3: File Tab

The file tab consists of the following menus:
o
o
o
O
o

3.21.2. Home Tab

Help: To view help file

Recent: Last project opened
Configuration: Language selection
Information: About RNXtudio Version
Exit: To close the program.

Figure 4: Home Tab

The Home tab consists of the following menus:

Project: Different options for creating and managing project files.
Gateway: Different options to create and manage protocols.
Configuration: Different settings options.

Online: To Download/Upload files.

Tools: Logic Editor tool.

O O O O O
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3.2.2. Toolbar options
3.2.2.1. Project Options

B, C-~|a ° A B 8 B £ € 4 ¢+ 1t m =
Manage

Editor

Tools

Gotewsy  Save  Clean Genersl  Netwok  Messremert Memoyy  Connect Downioad  Upload Logic  Prejectinfo: RN:0I0SPILAAIOTA
logicxml groy.cid
Onine

Figure 5: Project Options

The project options menu consists of the following submenus:

New: Allows to create a new Project.
Open: Allows to open a Project.
Edit: Edit project options.

Export: Export a backup of a project.
Import: Import a backup of a project.

O O O O O

3.2.2.1.1. New

It allows to create a new project, when selected, the following screen appears:

[A Create New Project... — [m} x

MName:

Description: =)
=J
Path: CA\Users\ilarrauri\Documents\RNXtudio Projects)
[] Mark as Default
Maodel
Ok | | Close

Figure 6: Create New Project

Where:

Name: Project name.

Description: Optional.

Path: Where to save the project files.
Model: Model selection code.

O O O O
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FANOX

3.2.2.1.2. Open

It allows to open existing project, to open a project, perform the following steps:

o Press Open button.
o On the Open window, select the file to be opened.

[0 Select an RPR fle
« “ 4 |« Documentor > RNMbudio Projects > TEMOLATE Buscar e TEMPLATE

Grganizar v Nueva carpeta = T

A Nen h Fecha de moificaci [
B e cuipo Nombre echa de modificacion  Tipo

& Descarges TEMPLATE o 18/09/2035 1716 Archive

W Objetos 30

B Videos

i Sistema ()

= Datos (D)

= Fabrica (snv-data-1) (F)

= Genenl (anv-data ) (G) o

[omire Tevap AT < | RPR) Files (“pi)

Figure 7: Selecting a Project File

3.2.2.1.3. Edit
It allows to edit an open project, when selected, the following screen appears:

M3 Edit Project... — O >
Safely protected

Mame: Adap
Description: =

=
Path: CAUsersilarraurDocuments\RMNXtudio Projects\Adaptation A\
Model RMNX20009P3LAA30TA

Ok | | Close

Figure 8: Editing a Project
The following options can be changed:

o Name
o Description
o Model
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FANOX

3.2.2.1.4. Export

[¢]

It allows to export a back-up of a project, to export a backup, perform the following steps:

[¢]

Press Export button.

On the Open window, select the place to save the backup file to be exported.

Tomplate - ModbuskTU
- Vatue —
3 Template - MadbusRTU
4 D Variables il
3 Physicalinputs e ut R Bacl =I5 o n -
G Physical autouts
—— axtemalfiost 1 | Hokding regitert o - = 3300Vens Floai2 - 0 n =
+ Eternalbasieans
Seitgagnosis ] x
il s mesaees o [ G+ Bofiore s P> Te -
O Counters
et foate T — - @
Exteral fioats B e e A bombre Tire
o Intamal integers 3 Descargas § Prcject 159 —
» Extemal integers ) Documentos. ¥ project 220 ete
B Excitorio
= Imigenes
B Misics
B Obietos 30
B videos
5 Sitema (C)
= Dates () M
e = -
I | =
s @t ==

3.2.2.1.5. Import

It allows to import a back-up of a project that has been previously exported, to import a backup,
perform the following steps:
O

Press Import button.
0]

On the Open window, select the backup file to be imported.

Tools:

D Select 2P file

X
- © 4 s Eteequipe » Escritorio + Project Backup

usca en ProjectBackup P
Organizar = Nueva carpeta

5 Ese equipa

& Duscaigae

* M °
- Nombre Fecha de modfficacion  Tipo

1 prject 12ip

4] Documentos 2

s

b Misica

¥ Objetos 30

B videos

s Datos (D)

= Goneonl Menmdaba- 16 Y €

| T

LT Fie Cap)

Figure 10: Import a backup of a Project.
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3.2.2.2. Gateway

TEMPLATE e
rersl  Network  Measuremert Memory  Conneet Downoad  Upload Logic  Projectinfo: RNGONOIPSLAASITA
Settings g Map 2

ine

| )
Goteways

i
1]
20

8y
@®
s
|+
-

S
6 s
New Open m U Gateway
Parameters

Project Gatevay Configuration Ol

— logicaml  guay.cid

Tools

Figure 11: Gateway Options
The Gateway menu consists of the following submenus:

o Manage Gateways: To create a new gateway.

o Parameters: Parameters of selected protocol.

o Save: Save the changes.

o Clean: Clears the tables of the selected protocol.
3.2.2.2.1. Manage Gateway

It allows to add different protocols, when selected, the following screen appears:

[ Manage Gateways - O X

FANOX

Safely protected

Protocols: ModbusRTU - ‘Modbus 1

Delete

Figure 12: Example of Adding a Protocol

Where:

Protocols: To choose communication protocol. Selectable from a list.
Name: Name of Selected protocol.

Add: To Include in the project.

Delete: To delete created protocol.

Ok: To apply the configuration.

O O O O O
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FANOX

3.2.2.2.2. Protocol Parameters
It allows to change Parameters of selected protocol, when selected, the following screen appears:

| [ Modbus RTU Settings — O X
{ Modbus RTU

COM MNumber:  COM1_RS485_232 -

| Baud Rate: 19200 -
| Data Bits: 8 -
] Stop Bits: 1 -
1 Parity: QoD v

| Poll Rate (ms):
0-Based Address: uj

Ok | | Close

Figure 13: Example of Modbus parameters.

3.2.2.2.3. Save

It saves the signal database configuration.

[ impart & » TEMPLATE Y

® O R BE & 87 & i T = 0

open  mm ER — @ Gom ol Newsdk Mesarmen Momsy £ e s loge  Projectinfo: ANQOIPLAAIA
el Sehgy  Secngy  Saes | Mop Eaor

ot ey Cortguracin Grine =

logicxml gway.cid

RAX 2000 Tomplate - ModbusRTU

4 R Gateway S siate Mame Direction Value Type Size. Offsct Direction
| Template - ModsuskTU
4 D Verisbles i

D Internalbool 1 | Coilstatus ot v 0ens an .1 o in -
extemalfioat 1| Holding registers ou ~ |+ I300vens Floari2 - 0 n =
. Interal boaleans < =

o Estemal bogleans

Sefdiagnosis
il Prysical messures
@ Coumers

« Interal fioats
4 o Btermalfloas
extemal_fioat_1 - Holding registers

The file has been saved.

extemal fiost 2

extamsl fioat 3

extemal_fioat 8

3.2.2.2.4. Clean
It deletes the edit window.

a8 L 8 ¢
Network  Messurement  Memery Connect
Semings  Setings Map
Configuration
Tomplate - ModbusRTU
=
e ety
4 D Veriables
-

Setaagnosis

dly Physicel meesures

@ Counters

o+ interma! fioats
Externai foats

o Intermal integers

o External integers

Figure 15: Clean database configuration.
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3.2.2.

3. Configuracion

Fancx - RNtudio

L] ] TEMPLATE e
2 2 B B8 & 2 9 |& + 1 ”
Moroge  Tempiate  Smve  Clean General  Netwo Mesrement Memory | Connect Downiesd  Upioss Logic  Projectinfor RNXOOIPILAAIOTA
logicaml - geay.cid

Gatewey Coniguration Grline

The Gateway m

O
O
O
O

3.2.2.

It allows to confi
screen appears:

It is divided into

Figure 16: Configuration Options

enu consists of the following submenus:

General Settings: To configure Time settings.

Network Settings: To configure parameters of Ethernet ports.
Measurement Settings: To configure measurement settings.
Memory Map: To configure names of variables.

3.1. General Settings

gure different settings like identifier, time zones, etc. When selected, the following

[0 General Settings x>
Interface
Language en-EN -
Identifier
Timezone utc -
SNTP
Address 1
Address 2
Time no synchronization {m) &0 [1-300]
SNTP Polling time {m) 15 [1-300]
SNTP Waiting time (s) 30 [3-80]
Mumber of retries SNTP 3 [1-5]1
Qe ‘ ‘ Close

Figure 17: General Settings

two parts.

e Interface

O
O
O

e SNTPS

O O O O

www.fanox.com

Languaje: Configuration language.
Identifier: Alias name of RTU.
Time zone: Current time zone

erver

Address 1: Ip address of the main NTP server.

Address 2: |p address of the secondary NTP server.

Time no synchronization (m): Synchronization alarm.

SNTP polling time (m): Time interval between synchronization request to NTP
servers.

SNTP waiting time (s): Waiting time for the response to a unicast synchronization
request.

Numbers of retries SNTP: Number of retries in case there is no response from the
NTP server to a request

Rev.1 12/58
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FANOX

3.2.2.3.1. Network Settings

It allows to configure the network settings of the different ethernet ports, when selected, the following
screen appears:

[T Metwork Settings bl
ETH Local ETH LAM ETH WAN 1 ETH WAN 2
Enable DHCP [ [e]]
IP Address 192.168.200.100
Subnet Mask 255.255.255.0
Default Gateway
DNS 1
DNS 2
ok | [ clome

Figure 18: Network Settings

Where:

Enable DHCP: Dynamic Host Configuration Protocol.
IP Address: IP address of selected Ethernet port.
Subnet Mask: Network mask of selected Ethernet port.
Default Gateway: Gateway of selected Ethernet port.
DNS 1: Domain Name System 1.

DNS 2: Domain Name System 2.

O O O O O O

3.2.2.3.2. Measurements Settings

It allows to configure the different settings of measurements. When selected, the following screen
appears:

[[3 Measurement Settings x
Measurements Ratio Correction Factors Angle Correction Factors Input Settings
Frequency 60 Hz o
Current Sensor 1 Primary 40 AJ225m\V
Current Sensor 2 Primary 40 AS225mV
Current Sensor 3 Primary 40 AS225mV
Voltage Sensor Primary 138 kV/¥3:3.25/3

Ok | ‘ Close

Figure 19: Measurement Settings

www.fanox.com Rev.1 13/58
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It is divided into four parts.

e Measurement

[T Measurement Settings X
Measurements Ratio Correction Factors Angle Correction Factors Input Settings

Frequency 60 Hz -

Current Sensor 1 Primary 40 A/225mV

Current Sensor 2 Primary 40 A/225mV

Current Sensor 2 Primary 40 A/225mV

Voltage Sensor Primary 138000 KV/¥3:3.25/4/3

Ok | | Close

Figure 20: Measurement

Where:

o Frequency: Frequency value.

o Current Sensor 1 Primary: Current Sensor 1 ratio.

o Current Sensor 2 Primary: Current Sensor 2 ratio.

o Current Sensor 3 Primary: Current Sensor 3 ratio.

o Voltage Sensor Primary: Voltage Sensor ratio.
Values:

Description Minimum Maximum

Frequency 50 60 50/60 Hz
Current Sensor 1 1 1600 0.1 A
Current Sensor 2 1 1600 0.1 A
Current Sensor 3 1 1600 0.1 A
Voltage Sensor 0.001 69 0.001 kV

www.fanox.com Rev.1 14/58
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e Ratio Corrections Factors

[ Measurement Settings x
Measurements Ratio Correction Factors Angle Correction Factars Input Settings
1-ARCF 1 13-A RCF 1
-8 RCF 1 13-B RCF 1
1-C RCF 1 13-C RCF 1
12-A RCF 1 V3-ARCF 1
12-8 RCF 1 V3-B RCF 1
Ok ‘ | Close

Figure 21: Ratio Correction Factors

Where:

o IM-A RCF: First Current Set Phase A Ratio Correction Factor.

o IM-B RCF: First Current Set Phase B Ratio Correction Factor.

o IM-C RCF: First Current Set Phase C Ratio Correction Factor.

o 12-A RCF: Second Current Set Phase A Ratio Correction Factor.

o 12-B RCF: Second Current Set Phase B Ratio Correction Factor.

o 12-C RCF: Second Current Set Phase C Ratio Correction Factor.

o 13-A RCF: Third Current Set Phase A Ratio Correction Factor.

o 13-B RCF: Third Current Set Phase B Ratio Correction Factor.

o [I3-C RCF: Third Current Set Phase C Ratio Correction Factor.

o V3-A RCF: Voltage Phase A Ratio Correction Factor.

o V3-B RCF: Voltage Phase B Ratio Correction Factor.

o V3-C RCF: Voltage Phase C Ratio Correction Factor.
Values:
Description Minimum Maximum Default Description Minimum Maximum Default
11-A RCF 0.5 2 1 I13-A RCF 0.5 2 1
11-B RCF 0.5 2 1 I13-B RCF 0.5 2 1
11-C RCF 0.5 2 1 I3-C RCF 0.5 2 1
12-A RCF 0.5 2 1 V3-A RCF 0.5 2 1
12-B RCF 0.5 2 1 V3-B RCF 0.5 2 1
12-C RCF 0.5 2 1 V3-C RCF 0.5 2 1
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e Angle Corrections Factors

[T Measurement Settings x
Measurements Ratio Correction Factors Angle Correction Factors Input Settings
A ACE O e mase 0 ges
H-B ACF 0 deg 13-B ACF 0 deg
H-C ACF 0 deg 13-C ACF 0 deg
12-A ACF 0 deg V3-A ACF 0 deg
12-B ACF 0 deg V3-B ACF 0 deg
12-C ACF 0 deg V3-C ACF 0 deg
Ok | | Close

Figure 22: Angle Correction Factors

Where:

o IM-A ACF: First Current Set Phase A Angle Correction Factor.

o 11-B ACF: First Current Set Phase B Angle Correction Factor.

o 1M1-C ACF: First Current Set Phase C Angle Correction Factor.

o 12-A ACF: Second Current Set Phase A Angle Correction Factor.

o 12-B ACF: Second Current Set Phase B Angle Correction Factor.

o 12-C ACF: Second Current Set Phase C Angle Correction Factor.

o I3-A ACF: Third Current Set Phase A Angle Correction Factor.

o 13-B ACF: Third Current Set Phase B Angle Correction Factor.

o 13-C ACF: Third Current Set Phase C Angle Correction Factor.

o V3-A ACF: Voltage Phase A Angle Correction Factor.

o V3-B ACF: Voltage Phase B Angle Correction Factor.

o V3-C ACF: Voltage Phase C Angle Correction Factor.
Values:
Description Minimum Maximum Default Description Minimum Maximum Default
11-A ACF 0 359.9 0 I13-A ACF 0 359.9 0
11-B ACF 0 359.9 0 I13-B ACF 0 359.9 0
11-C ACF 0 359.9 0 I13-C ACF 0 359.9 0
12-A ACF 0 359.9 0 V3-A ACF 0 359.9 0
12-B ACF 0 359.9 0 V3-B ACF 0 359.9 0
12-C ACF 0 359.9 0 V3-C ACF 0 359.9 0
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e Input Setting

M@ Measurement Settings X
Measurements Ratio Correction Factars Angle Correction Factors Input Settings.
Debounce Time 5 ms
Ok | ‘ Close

Figure 23: Angle Correction Factors

Where:

o Debounce time: Time to consider an input stable.

Values:

Description Minimum Maximum Step Unit Default

Debounce time 5 255 1 ms 5

www.fanox.com Rev.1
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FANOX

3.2.2.3.3. Memory Map

It allows to configure the names to the different variables. When selected, the following screen
appears:

[0 Memory Map — O e
\J/
e
Physical inputs physical_input_1 =
Physical outputs physical_input_2
Internal booleans physical_input_3
External booleans physical_input_4 —
Selfdiagnosis physical_input_5
Physical measures physical_input_6
Counters physical_input_7
Internal floats physical_input_&
External floats physical_input_9
Internal integers physical_input_10
External integers physical_input_11
physical_input_12
physical_input_13
physical_input_14 | =
Ll J L+
[ ok | | Close |
Figure 24: Memory Map
To configure, perform the following steps:
o Select the signal type (Criteria).
o Setthe name.
o Press ok to save it.
13 Memory Map — ) =
s

Physical inputs physical_input_1 52 opened
Physical outputs physical_input_2 52 Closed|
Internal booleans physical_input_3
External booleans physical_input_4 —
Selfdiagnosis physical_input_5 .
Physical measures physical_input_6
Counters physical_input_7
Internal floats physical_input_8&
External floats physical_input_9
Internal integers physical_input_10
External integers physical_input_11
physical_input_12
physical_input_13
physical_input_14 | =
Ll J L+

[ Ok | ] Close |

Figure 25: Configuring a name
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Once configured, the text will be reflected in the variable:

TEMPLATE R
logc  PrejectInfo: RixaonosssLaasDze
Editor

logicaml gnay.cd

Tools:

Figure 26: Checking configured name

3.2.2.4. Online

Home
i [y 5
B kK- A 2 AR & & £ S|F L f|lm e
New  Gpen it Mamage  Templale  Swe  Clen  Geneol  Nework Messurement Memory | Comnect Downioad  Uplosd Logic
Gotewsys  Parametars Seftings  Seting:  SeMng:  Mep Edtor logicaml gropd
Project Gatewey Confquiation Oniine Tools

Figure 27: Online options
The online menu consists of the following submenus:

o Connect: To connect to the RTU.
o Download: To download files from RTU.
o Upload: To upload files to RTU.

3.2.2.4.1. Connect to RTU
[ Connect - O X
FANOX
Sa.fblﬁa protected
Device IP | | | |
Password | ® | |Tst Connection|

Connect | | Close

Figure 28: Connect options
Where:

o Device IP: IP of the RTU.
o User: Super Admin 1
o Password: Fanox/5555

The user can be modified form website: Security > User Management.
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3.2.2.4.1.1. Discover Device

ouc)

Figure 29: Device Discovery button

Where

o Discover Device: Auto detection of RTU in the nertwork.

It allows for RTU to be auto-detected over the ethernet. When selected, the following screen
appears:

T Device Discovery — [=] =

Discover | | Select | | Close

Figure 30: Device Discovery

Where:

o Discover: To start searching.
o Select: To select the detected IP address
o Close: To close window.

www.fanox.com Rev.1 20/58
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To device discovery, perform the following steps:

Select device discover button.

O
o Press in Discover button to start searching the IP address on the network.
o Alist of the different RTU detected is displayed.
o Select the IP address detected and Press in Select Button.
@ Connec t [ Device Discovery _ o x
FANOX FANOX
Sefely protected Safely protected
Devee P | I 3 l:‘y 192.168.200.100 54:0b:b6:08:65:02
Password | & | [fest Connection|
Connect 2 4
[ e [ o= [ o

Figure 31: Example of Device Discovery

The IP address of the RTU will automatically be selected:

M@ Connect — O *

Device IP |192.168.200.100 | | |
User |:|
Password | Q | |Tﬁl CDnneclion|

Connect | | Close

Figure 31: Auto detected IP address
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To connect with RTU:

Set the User.
Set the password.

O
O

[ Connect

_ O %
FANOX
Safely protected
Device IP |‘|92.168.200.‘|00 || |
User
Password |Fanoxa’5555 ®© | ITS{ Cunnection|
Connect | | Clase

Figure 32: Logging to RTU

Once the connection established, download and Upload button are enabled.

www.fanox.com

Figure 33: Established Connection

Rev.1
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3.2.2.4.2. File management
The RTU handles different files:

O O O O O

Program Logic: Logic Configuration file.
Gateway File: Gateway configuration file.

General Setting: Alias and Time configuration file.

Network Setting: Ethernet

configuration file.

Measurements Settings: Measurement configuration file.

It can download or upload all files at once or one at time.

3.2.2.4.21.

Download Files

It allows to download files from RTU. When selected, the following screen appears:

[MA Select

F

Program Logic
Gateway - File
‘General Settings
Metwork Settings

Measurement Settings

D

OX

Sanbf protected

Close

Figure 34: Download Files Selection

It can be send all files or select them from the list.

To upload the files, perform the following steps:

O
O
O
O

Connect to RTU.

Press in download button.
Select the files to be send.
Press in Ok Button.

Once the files have been downloaded, the following window is displayed:

www.fanox.com

Download Complete!

Ok

Figure 35: Download complete

Rev.1
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3.2.2.4.2.2. Upload Files

It allows to Upload files to RTU. When selected, the following screen appears:

[0 Select >

Program Logic n
Gateway - File u
General Settings n
MNetwork Settings n

L |

Measurement Settings

| Ok | | Close

Figure 36: Upload Files Selection

It can be send all files or select them from the list.
To upload the files, perform the following steps:

Connect to RTU.

Press in upload button.
Select the files to be send.
Press in Ok Button.

Press Yes in Warning window

O O O O O

Fanox - RNXtudio

B B O 2 &2 B E & B 2 g|& 3|t m EIEE
New Open it Muuge  Templte  Save Clesn Genersl  Nebwok  Messurement Memory | Connect | Downlosd | upiosa Logie  ProjectInfo: RNX2000000024307
Gateways  Parameters Settings. Map ] - Editor e G
- e e e =
prom—
S
4 B Varsbies o
3 Prysicn inpurs temalboo || Colsizus ot « | 0ns1iens gh\ - o o -
¢ externalfioat 1 Halding registers. Out PR ). 1 £ f ° .
i
B FANOX
e Physical measures Safely protucted
8 Comen —
P g Lo o
st cee-re [
e ntegers General Sertings o
Messuremantsetsogs [ Do you wish to continue uploading files?
The RTU data will be replaced.
4
.=
5
[ =]

Figure 37: Example of Upload Files
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Once the files have been sent, the following window is displayed:

Upload Complete!

Ok

Figure 38: Upload complete

3.2.2.5. Logic Editor

Figure 39: Logic Editor Option

The logic editor for RTU allows for automatisms or logics to be programmed.

The logic configuration program is described in an independent document: LGGE (Logic Gate
Graphic Editor).

Fanox Log
s Horizonts!
E=3]

File
i Save s K w
moBos @ o
. Delate. = Align Connactars
Fie Edit Augrenent
b1

Figure 40: Logic Editor
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4. PROTOCOLS CONFIGURATION

41. MODBUS MASTER

The Modbus master protocol allows communication with control and/or protection and measuring
devices.

The RTU has two types of communication:
o Modbus RTU master: Serial communication.
o Modbus TCP client: TCP/IP network.

The protocol allows the database to update with digital signals, measurements, and commands.

4.1.1. Implemented Functions

The Modbus master functions that may be used for requesting and writing data in the slave devices
are the following:

FC1 (0x01) Read Coils

FC2 (0x02) Read Discrete Inputs

FC3 (0x03) Read Holding Registers

FC4 (0x04) Read Input Registers

FC5 (0x05) Write Single Coil

FC6 (0x06) Write Single Holding Register
FC15 (0xOF) Write Multiple Coils

FC16 (0x10) Write Multiple Holding Registers

O O O 0O O O O O

4.1.2. Modbus RTU Gateway

41.21. Creating a Modbus RTU Gateway

To create a Modbus RTU, perform the following steps:

o Select Manage Gateways from Gateway menu.
o Select ModbusRTU from the list.

o SetaName.
o
O

Press in ADD button to include in the project.
Press Ok button to save.

poscis [ toaear I : |

Figure 41: Creating a Modbus RTU
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41.2.2. Configure a Modbus RTU Setting

To configure a Modbus RTU setting, perform the following steps:

O
O
O
O

Where:

O

O O

www.fanox.com

Select the gateway.

Select Gateways parameters from Gateway menu.
Configure the settings.

Press Ok button to save.

Figure 42: Configuring a Modbus RTU Settings

COM Number: It allows set the communication channel.

o COM1_RS485 232

o COM2_RS485

Baud Rate: It allows to select the serial transmission speed.
o 9600 Baud

o 19200 Baud

o 38400 Baud

o 57600 Baud

o 115200 Baud

Data Bits: Number of data bits.

(o]

7
8
top Bits: Number of stop bits.
1
2

arity: It allows to select the type of the parity to be used in the transmission.
None
Even

o Odd

Poll Rate (ms): Time intervals between requests.

0-Based Address: Zero based addressing.

o not selected Base 0

o Selected Base 1

o
o
o
S
o
o
P
o
o

Rev.1 27158
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41.2.3. Configure a Modbus RTU Database
To configure a Modbus RTU database, perform the following steps:

Select a signal from RTU data model (External variables).
Drag and drop to edit window.

Edit signal and configure.

Press Ok button to include.

Fanox - RNtudio

RNI200D000AAIOTA RHNX 2000 Template 1 - ModbusRTU
4 Gatenay = State Name Dircction Value Type Size Offset Direction
3 Template 1 - ModbusATU

 Template 2 - ModbusTCP i s

3
| Template 3 - ECTMSener ctmlbmll |t Out - 4 1iens D
4 3 Varzkles 1
+ D Physical inputs 4 Holding Register 3 n
3 G Physical outputs "4
o Internal boolans external float_1 Holding registers 1 Out

73 Mapping Parameters

| Mandatory Parameters:

4 @ bitemal booleans
o external bool_1 - Input Status ﬁ
o extemal bool 3-
o edtemal bool 4-
& exemal bool 5- external integer 1 Cail 1 In Device Address 1

external float 2 Hokding regsters 2 out
T | RegsmType  Disaethpit v Address 9

Z(kma\finalj Hokling regisiers 3 out

o Cen2 Optional Parameters:

+ ecemsl bool 8- external integer 3 Cail 2 in Endiannes NoSwap -

o extemal ool 7 - = —

=TT
Fel

o exteral bool 8- Fesduricue | |0
o extemal bocl 3- |
» external_bool_10 - DUTPUT AD external float 4 Input register Out
o extemal bodl_11 - OUTPUT_AT -
o exdemal bocl 12- UIPUT_A2

Input Register 1

]

o extamal bool 13 - OUTPUT_ A3

4
o extemal bosl_14 - OUTPUT A% R
& extemal_bozl_15 - OUTPUT_AS E Closz

o extemal_bool_16 - OUTPUT 46

Figure 43: Configuring a Modbus RTU Database

The signals are divided into different columns.

RNX 2000 Template 1 - ModbusRTU

State Name Direction Value Type Size. Offset Direction

ol |
internalbool 1 Coil status Out | o1/1/ens o || Bool M I 0 In = ‘

Figure 44: Database Structure
Where:

State: Name of variable used.
Name: Description of the signal, it can be edit.
Direction: where the signal comes from.
Value: Modbus attribute.
o Register Type: Object type, selectable from a list:
= Coil
= Discrete input
= Input register
= Holding register
o Address: Modbus Address of signal.
o Device Address: Address of Slave device.
o Endiannes: It indicates the order in which the slave sends data, selectable from
a list:
= No Swap
= Byte Swap (bs).
= Word Swap (ws).
= Byte Word Swap (bw).

O O O O

www.fanox.com Rev.1 28/58


http://www.fanox.com/

Endianess Types Value (HEX)

Default 0x1234 5678
bs 0x3412 7856
0x7856 3412
ws Ox5678 1234

Figure 46: Examples of Endianness types

o Function: It is enabled with Coil and Holding register types. It indicated function
to use.
= None (Read).
= Single (Write).
o Coils (0x05).
e Holding Register (0x06).
= Multiple (Write).
o Coils (0xOF).
e Holding Register (0x10).
o Read unique: To read configured registers.

| T Mapping Parameters — m] =

] Mandatory Parameters:

Register Type Holding Register = Address 1000

] Optional Parameters:
| Device Address 1
1 Endiannes No Swap -

Functicn MNone -

i Read unique |O|

Ok | ‘ Close

Figure 47: Examples of Modbus Attributes.

o Type: Data format types
Bool
Float 32
Int8
Int16
Int32
Uint8
Uint16
UInt32
Codedenum
Enumerated
o String
o Size: Number of registers.
Offset: Number of Bit
o Direction: where the signal goes.

O O O O O O O O O O

e}
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4.1.2.4. Example of a Modbus RTU configuration
4.1.2.4.1. Input Status

o Signal to be integrated.
o Input Status (1)
= Signal type: Discrete input
= Modbus Address: 9
= Device Address: 1
= Endiannes: No swap
= Fuction: NA

RNX 2000 Template 1 - ModbusRTU

- ‘ Discrete Input 1

Iemmal,houu Input Status 1 Out v 1/9/1/ens D Bool v 1 0 In

Figure 47: Example of Input Status configuration

For each Input status point, following fields must be configured:

State: Data from RTU model.
Name: Description of the signal.
Direction: From where

Value: 1/9/1/e:ns

o 1= Discrete input

o 9= Signal Modbus address
o 1= Device Address

o e = Endiannes

Type: Bool

Size: N° of register

Offset: Bit to be read
Direction: To where

O O O O

O O O O

4.1.2.4.2. Holding register

o Signal to be integrated
o Holding Registers (4)
= Modbus Address: 1000
= Device Address: 1
= Endiannes: No swap
= Fuction: None

Template 1 - Modbus RTU Master

Value

- ‘ Discrete Input 1

- ‘ Holding Register 3

external float 1 Halding registers 1 Out ~ | 4/1000/1/ens D Ulnt16 - o n -

Figure 48: Example of Holding register configuration

For each holding register, following fields must be configured:

State: Data from RTU model.
Name: Description of the signal.
Direction: From where

Value: 4/1000/1/e:ns

o 4 =Holding register

o 1000 = Signal Modbus address
o 1= Device Address

o e = Endiannes

O O O O
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o Type: UInt16

o Size: N° of register

o Offset: Bit to be read

o Direction: To where
4.1.2.4.3. Coils status

o Signal to be integrated
o Coil Status (0)
= Modbus Address: 2
= Device Address: 1
= Endiannes: No swap
=  Fuction: Single
e Funb

Template 1 - Modbus RTU Master

Value

- ‘ Discrete Input 1

- ‘ Helding Register 3

A‘ Coil 2

external_integer 1 Coil 1 n ~ | orr/ens/funs Daoo\ - o Out -

Figure 49: Example of Holding register configuration

For each Coils Status, following fields must be configured:

State: Data from RTU model.
Name: Description of the signal.
Direction: From where

Value: 0/2/1/e:ns/fun:5

o 0= Coils

o 2 = Signal Modbus address
o 1 =Device Address
O
o

O O O O

e = Endiannes

fun: 5 = Funcion type
Type: Bool
Size: N° of register
Offset: Bit to be read
Direction: To where

O O O O

4.1.2.4.4. Input register

o Signal to be integrated
o input Registers (3)
= Modbus Address: 6000
= Device Address: 1
= Endiannes: No swap
= Fuction: NA

Template 1 - Modbus RTU Master

Value

- ‘ Discrete Input 1

- ‘ Holding Register 3

v‘ Coil 2

- ‘ Input Register 1

external_float 4 Input registers 1 Out ~  3/6000/1/ens E Uint16 -1 0 In -~

Figure 50: Example of Input register configuration
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For each Coils Status, following fields must be configured:

State: Data from RTU model.
Name: Description of the signal.
Direction: From where

Value: 0/2/1/e:ns/fun:5

0 = Caoils

2 = Signal Modbus address
1 = Device Address

e = Endiannes

fun: 5 = Funcion type
Type: UInt16

Size: N° of register

Offset: Bit to be read
Direction: To where

O O O O
O O O O O

O O O O

. external_integer 1 Single Commars S80 in T ——] Geal . o o
o Extemal integers external integes 3 Single Cemmand B3 n - =+ annenms ool - ] out
[

extemal flost 4 Hokding registers 3 out - - 3/8000N ers | ue - o n

——
Figure 51: Examples of Modbus RTU Database configuration

www.fanox.com Rev.1 32/58


http://www.fanox.com/

4.1.3. Modbus TCP Gateway
4.1.3.1. Creating a Modbus TCP Gateway

To create a Modbus TCP, perform the following steps:

Select Manage Gateways from Gateway menu.
Select ModbusTCP from the list.

Set a Name.

Press in ADD button to include in the project.
Press Ok button to save.

O O O O O

Figure 52: Creating a Modbus RTU

4.1.3.2. Configure a Modbus TCP Setting
To configure a Modbus TCP setting, perform the following steps:

Select the gateway.
Select Gateways parameters from Gateway menu.
Configure the settings.

O
O
O
o Press Ok button to save.

Poll Rate (ms); 200

UnitID 1

0-8esed s [l

i [

Figure 53: Configuring a Modbus TCP Settings
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Where:

4.1.3.3.

O O O O

Port: Modbus TCP/IP port, by default 502.
Server IP: IP address of Modbus Slave.

Poll Rate (ms): Time intervals between requests.
0-Based Address: Zero based addressing.

o not selected Base 0

o Selected Base 1

Configure a Modbus TCP Database

To configure a Modbus TCP database, perform the following steps:

Select a signal from RTU data model (External variables).
Drag and drop to edit window.

Edit signal and configure.

Press Ok button to include.

Fancx - RNXtudio

RNXZ00DBPILAA3OTA

P
2 Tempite 1 - MadbusRTU

www.fanox.com

TEMPLATE ey
Project Info: ANX20009P3LAAJOTA
logicaml  gway.cid

& 0t

= = | =
= T &
e

Direction Value

1 3
|
T TR 0= = -

Mandatary Parameters:

Endiannes No Swap -

Function None -

P |

.

Figure 54: Configuring a Modbus TCP Database
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4.1.3.4. Example of a Modbus TCP configuration
4.1.3.4.1. Input Status

o Signal to be integrated.
o Input Status (1)
= Modbus Address: 9
= Endiannes: No swap
= Fuction: NA

Template 2 - Modbus TCP Master

Value

- ‘ Discrete Input 1

Iemm:l,nmu Input Status 1 out | msens D Bool =l A n . I

Figure 55: Example of Input Status configuration

For each Input status point, following fields must be configured:

State: Data from RTU model.
Name: Description of the signal.
Direction: From where

Value: 1/9/1/e:ns

o 1 = Discrete input

o 9= Signal Modbus address
o e = Endiannes

Type:

Size: N° of register

Offset: Bit to be read
Direction: To where

O O O O

O O O O

4.1.3.4.2. Holding register

o Signal to be integrated.
o Holding Registers (4)
=  Modbus Address: 1000
= Endiannes: No swap
=  Fuction: None

Template 2 - Modbus TCP Master

Value

- ‘ Discrete Input 1

- ‘ Holding Register 3

external_float 1 Holding registers 1 Out = | 4/1000/ens E Uint16 ~[1 0 In ©

Figure 56: Example of Holding register configuration

For each holding register, following fields must be configured:

State: Data from RTU model.
Name: Description of the signal.
Direction: From where

Value: 4/1000/1/e:ns

o 4 = Holding register

o 1000 = Signal Modbus address
o e = Endiannes

Type:

Size: N° of register

Offset: Bit to be read
Direction: To where

O O O O

O O O O
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4.1.3.4.3. Coils status

o Signal to be integrated
o Coil Status (0)
= Modbus Address: 2
= Endiannes: No swap
= Fuction: Single
e Funb

Template 2 - Modbus TCP Master

Value

- ‘ Discrete Input 1

- ‘ Holding Register 3

A‘ Coil 2

external_integer 1 Coil 1 in v | 0fensfuns Daaa\ ~[1 0 Out -

Figure 57: Example of Holding register configuration

For each Coils Status, following fields must be configured:

State: Data from RTU model.
Name: Description of the signal.
Direction: From where

Value: 0/2/1/e:ns/fun:5

o 0= Coils

o 2 = Signal Modbus address
o e =Endiannes

o fun: 5 = Funcion type
Type:

Size: N° of register

Offset: Bit to be read
Direction: To where

O O O O

O O O O

4.1.3.4.4. Input register

o Signal to be integrated
o input Registers (3)
= Modbus Address: 6000
= Endiannes: No swap
=  Fuction: NA

Template 2 - Modbus TCP Master

Value

- ‘ Discrete Input 1

- ‘ Holding Register 3

v‘ Coil 2

- ‘ Input Register 1

el R out ~ 3/6000/ens D Uint16 |h 0 n -

Figure 58: Example of Input register configuration

For each Coils Status, following fields must be configured:

State: Data from RTU model.
Name: Description of the signal.
Direction: From where

Value: 0/2/1/e:ns/fun:5

o 0=Coils

2 = Signal Modbus address
1 = Device Address

e = Endiannes

fun: 5 = Funcion type

O O O O

O O O O

www.fanox.com Rev.1 36/58


http://www.fanox.com/

Type:

Size: N° of register
Offset: Bit to be read
Direction: To where

O O O O

St | o - | VB

= | toksing hegister 3

external_flost 1 Holding registers o v 4100001 wre

external float 2 Holding regieiers 2 out [P~

external flaat 3 Holsing regisers 3 out [ pyry—
con 2

external integee 1 Single Commard S80 in T ——]

external integes 3 Single Command DO B - - 0AensTs
[

extemal flost 4 Hokding registers 3 out - - 3/8000N ers

- | eeat - o e
soal = o =

Figure 59: Examples of Modbus TCP Database configuration
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4.2. |EC 60870-5-104

IEC60870-5-104 telecontrol protocol is based in a client/server model referring the controlling station
as the client and the controlled station as the server. Is the controlling station which establishes each
transport connection with all IEC60870-5- 104 servers in the network.

The transport interface (User to TCP interface) is a stream-oriented interface which does not define
any start or stop mechanism for the ASDUs of IEC 60870-5-101. In order to detect the start and the
end of the ASDUs, each APCI includes the following delimiting elements: a start character, the
specification of the length of the ASDU, plus the control field. Either a complete APDU (or, for control
purposes, only the APCI fields) may be transferred.

4.2.1. IEC104 Server Gateway

4.21.1. Creating an IEC104 Server Gateway
To create an IEC104 Server, perform the following steps:

Select Manage Gateways from Gateway menu.
Select IEC104Server from the list.

Set a Name.

Press in ADD button to include in the project.
Press Ok button to save.

O O O O O

EII Manage Gatenays

Protocals: |iEctodserer

ModbusfTU  Template 1

ModbusTCP Tamplate 2

ECIOMServer  Template 3

Figure 60: Creating an IEC104Server
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4.2.1.2. Configure an IEC104 Server Setting

To configure a IEC104 Server setting, perform the following steps:

Select the gateway.

Select Gateways parameters from Gateway menu.
Configure the settings.

Press Ok button to save.

O O O O

TEMPLATE rpr)
Project Info: Rx20009P3LAA30TA
lngicami gway.cid

P50

ey

I3 1EC104 Setings - O x
EC 60870 - 104;

Profie Generic

Windows 3 " W e
oo e

Clents 1P 3

>

Sigral Defaults

3 o sP: o 6 o
Cydie U Bgk: o Soer ¢

e e 0 = O
g i

SR ES 1 SoL:

Figure 61: Configuring a IEC104 Server Settings

Where:
o Profile: Selectable from a list:
o Generic: Generic Profile.
o EVN: EVN Profile.
o Server IP: IP address of RTU.
o Port: IEC 104 port, by default 2404.
o Timeouts:
o T1: Time-out of send or test APDUs.
o T2: Time-out for acknowledges in case of no data messages t2 < t1.
o T3: Time-out for sending test frames in case of a long idle state.
o Window:
o k: Maximum difference receive sequence number to send state variable.
o w: Lasted acknowledge after receiving w | format APDUs.
o Other:
o ClIk sync: Synchro enabled by IEC 61850-5-104
o Cnt Mode: Counter mode.
= Mode A =Value 0
= Mode B = Value 1
= Mode C = Value 2
= Mode D = Value 3
o Clients IP: Allowed IP to connect as a client.
o Default signals: Applies to entire database
LP Lond pulse SP Short pulse Duration CG | Counter group
duration
Cyclic | Cyclic data Sbo | Select Before operate
transmission time
time
SPN Spontaneous | Gl General interrogation RD | Read procedure Time |
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SR Start range for | ER End range for SCL | Scale factor
normalized normalized value
value

4.21.3. Configure an IEC 104 Server Database

To configure an IEC104 Server database, perform the following steps:

o Select a signal from RTU data model.
o Drag and drop to edit window.

o Edit signal and configure.
]

Press Ok button to include.

oF

Connect  Dowmiosd  Upload

TEMPLATEspg
Project Info: RNKI0SPILAAITTA
logicami gweycit

[E Import a

A

RNXZ09PILAAIOTA
4 Gotewsy
& Tempiate 1- ModbusRTU

physicalinput 1 Single Point Information n - Duum 1 o out

s 2 31 Mapping Parameters - o x
Braryinputs  Amloginpus  Counters  Commands

Mandatory Parameters:

16 8L MSPNAT <1 v CommonAddess | Inf 08 cress 1
Optional Parameters:
Interog Growp &
sooseecs 1)
Genersiimerog. [
ressonore ([0

Iverted 1ol

=

Figure 62: Configuring an IEC104 Server Database

The signals are divided into different columns.

Template 3 - IEC104Server

Value

«|  Binary Inputdf1

physical input 1 ||Single Point Information n v | | ickilVeaitiomi1/igi0/spni1/gis)/rd:0/finvi0 - |Boel 1 o out B

Figure 63: Database Structure
Where:

State: Name of variable used.
Name: Description of the signal, it can be edit.
Direction: where the signal comes from.
Value: IEC 104 attribute, four type of signals:
o Binary Inputs:
= Mandatory Parameters
e |d (ASDU)
o M_SP_NA_1 <1> (Single point information).
o M_DP_NA_1 <3> (Double point information).
o M_SP_TB_1 <30> (Single point inf. with time tag).
o M_DP_TB_1 <31> (Double point inf. with time tag).
e Common Address
e |OA: Information Object Address
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Optional Parameters

Interrog. Group

e Spontaneous
General interrogation
Read ON/OFF
Inverted

[J Mapping Parameters - [m} =

Binary Inputs

Mandatory Parameters:

Optional Parameters:
Interrog. Group o

Spontaneous n |
General Interrog.

Read ON/OFF

Analog Inputs Counters Commands

M_SP_NA_1<1> | Common Address 1 Inf. Obj. Address 1

|'o|

I

Ok | [ Close

Figure 64: Examples of Binary Inputs Attributes.

Analog Inputs:
Mandatory Parameters

o Id (ASDU)

o M_ST_NA 1 <5> (Step position information).
M_ME_NA_1 <9> (Normalized value).
M_ME_NB_1 <11> (Scaled value).

M_ME_NC_1 <13> (Short Floating point).

M

M_ME_TD_1 <34> (Normalized value with time).
M_ME_TE_1 <35> (Scaled value with time).
M_ME_TF_1 <36> (Short Floating point with time).
e Common Address

e |OA: Information Object Address

O O O O 0 O O

Optional Parameters

e Cyclic time

e Range Init (Enables with the following types: 9/34)
e Range End (Enables with the following types: 9/34)
e Scaled

e Interrog. Group

e Spontaneous

e General interrogation

e Read ON/OFF

e Deadband

ST _TB_1 <32> (Step position information with time).
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[ Mapping Parameters — O >

Binary Inputs Analog Inputs Counters Commands
Mandatory Parameters:
Id (ASDU) M_ME_NC_1 <13> «

Common Address 1 Inf. Obj. Address 1

Optional Parameters:
Cyclic Time 0 seg Scaled 1.00

Interrog. Group 0

Spontaneous

Generatnterros. [l

Read ON/OFE [ |

Deadband 0

Ok ‘ ‘ Close

Figure 65: Examples of Analog Inputs Attributes.

Counters:
= Mandatory Parameters
e Id (ASDU)
o M_IT_NA_1 <15> (Integrated total).
o M_IT_TB_1 <37> (Integrated total with time).
e Common Address
e |OA: Information Object Address

=  Optional Parameters
o Freeze
e Counter Group

[T Mapping Parameters — m]

Binary Inputs Analog Inputs Counters Commands
Mandatory Parameters:
Id (ASDU) M_IT_NA_T <15>

Common Address 1 Inf. Obj. Address 300

Optional Parameters:
Freeze 5 seg

Counter Group 0

Ok | | Close

Figure 66: Examples of Counter Attributes.
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o Commands:

= Mandatory Parameters
e Id (ASDU)

(o]

O 0 O O O

C_SC_NA_1 <45> (Single command).

C_DC_NA_1 <46> (Double command).

C_RC_NA_1 <47> (Regulating step command).
C_SE_NA_1 <48> (Set point command, normalized value).
C_SE_NB_1 <49> (Set point command, scaled value).
C_SE_NC_1 <50> (Set point command, short floating-point

number).
e Common Address

e |OA: Information Object Address

= Optional Parameters

e SBO
e Long Pulse
e Short Pulse

¢ Inverted (Enables with the following types: 45/46/47)

T3 Mapping Parameters

Binary Inputs Analog Inputs Counters
Mandatory Parameters:

Id (ASDU) C_DC_MNA_1 <46>
Optional Parameters:

SBO 15

Long Pulse 5

Short Pulse z

19

Inverted

Commen Address 1

Commands

Inf. Obj. Address 400

— (] >

Ok

[ e

Figure 67: Examples of Command Attributes.

o Type: Data format types
Bool
Float 32
Int8
Int16
Int32
Uint8
Uint16
UInt32
Codedenum
Enumerated
o String
o Size: Number of registers.
Offset: Number of Bit
o Direction: where the signal goes.

O O O 0O O O O O O O

@)
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4.2.1.4. Example of an IEC 104 Server configuration
Database to be configured:

o Signal to be integrated.
o Binary Inputs
= Single point:

e Type identification: <1>: = Single point information.

e Common Address: 1

e |OA (Information Object Address): 1

e COT (Cause of transmission):
o Spontaneous
o General interrogation

= Double point:

e Type identification: <3>: = Double point information.

e Common Address: 1

e |OA (Information Object Address): 100

e COT (Cause of transmission):
o Spontaneous
o General interrogation

o Analog Inputs

e Type identification: <13>: = measured value, short floating point
number

e Common Address: 1

e |OA (Information Object Address): 200

e COT (Cause of transmission):
o Periodic,Cyclic:60 Seg
o General interrogation

o Counters
o Type identification: <15>: = integrated totals
e Common Address: 1
e |OA (Information Object Address): 300
e Freeze: 10 Seg
e Counter Group: 0 (General Request).
o Commands
e Type identification: <46>: = Double commands
e Common Address: 1
e |OA (Information Object Address): 400
e SBO:15
e Long Pulse: 5 Seg
e Short Pulse: 2 Seg
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3 Tempiate 1 - Modeus RTU Master
Tempiate 2 - Mardous TEP Master
| Template 3 - EC 104 Server

4 B Varisbies

4 B Prysiesiimputs

2 physealingut 1 - L5-1 Open input
D physeal inpua 2 - LBS-1 Clese Inpu
 physealingi3 -
D physcalinput 4
2 physcal inpu 3 -
H physcal input §
D physical ngut.7 -
D physcalingut 8 -
2 physical jngu 5 -

= | maryinpuss 2
physical ingut 1 LES-1 Open Input
internal integer.1 | LBS-1 Status

2| Ansioginpuss 1

Template 3 - IEC 104 Server

Value

e e o Vfigg 0/ spew g ek

i3 o 1001 fspne /g kel

OX

[y Anaiag paint

i 13431200y 60/ Oisgec i rdisct o)

= | Coumtens1

User 1 Counter 1

- | Commands 1

k15 ioad00=5/eg D

 shysalinput 10+
D physeal inpu 11 -
D physcal input 12 -
2 physealinpu 13 -
S physalinput 1 -
B physaalinpu 15
S phyealinpi 16 -

—

© G Prysical outpats

© s intemal boslears

4 o Extemsiboslesns
o exiermal bool1 - Input Status 1
s enermal bool2-
+ etemal_bool3-
o external_boold -
+ etemal_boolS -
+ exteral_baol -

axtarnal b0l 7 -

+ wiemal_bool 8

o aternal baol 9

o externsl boal 10 =

Filt

www.fanox.com

external integer 2 52 C2 Command

Figure 68: Examples of IEC 104 Server Configuration
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5. WEB BROWSER

5.1. Introduction
This document describes the capacity of the web server.

It consists of the following functional features:

Equipment monitoring.
Data logging

Setup

Security

Test Menu

FW Update

O O O O O O

5.2. Web server connection

To access the application, open a browser and write the IP address of the device to which you want
to connect in the address bar.

E.g.: https://192.168.200.100 connected to ETH Local. A login page will appear to start the session.

v @ mIsegnnm x| & - &8 x

€ @ % 192168200100 loginhmi a % @ i

FANOX

I
Figure 69: Web Server log in page

The login screen will appear where you will have to enter your username and password.
Authentication is necessary to have access to web.

o User: Super Admin 1
o Password: Fanox/5555

The User and password can be modified from web server.
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5.3. Web server options
Web server options consists of the following menus.

Monitoring: It allows to visualize different data.

Data logging: It allows to visualize events and system log.
Setup: It allows to change the settings of RTU.

Security: It allows to change Users and Roles configuration.
Test Menu: It allows to simulate the signals.

FW Update: It allows to send firmware update.

O O O O O O

5.3.1. Monitoring
The monitoring options menu consists of the following submenus:

o Device info: It provides us with information about equipment.
o States: It allows to be monitoring the real state of:
Physical Inputs

Physical Outputs

Internal Booleans

External Booleans

Internal floats

External floats

Internal integers

External integers

Protections

Selfdiagnosis

o Measurements: It allows to monitoring measurements
o Counters: It allows to change the values of counters.

O 0O O O O o0 O O O O

5.3.1.1. Device info

~ @ 1RB2001 0 ndexhinl X 4

€ @ % 192.168200.100/indexhiml g aw =@ ;
FANOX
RNX20009PILAAIITA
e System information
Dot b e S
» sttes v umber re—
Measuremerts Hardhars Reiion wo 8 |16 |16 |16
Counters s ICI 1S
Deta Logging Status u N N N
Events Gatewsy L] TP P P
Usar activity logs Controller . P u u u
System Logs u T T T
setup s
» Sattings RADC000SPILAAZITA
Programmable Logic Vind
Gatiwsy Signsi sp

150
Security 005
Usar mansgemer: o
Role management 004
Test Menu. 102

=
FW Update 5
Connected Software version: v1.0.4]

Figure 70: Device info page
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5.3.1.2.

States

v QO 152168200100 phenputsh X = a x
« C % 192.168200.100/s-ph-inputs htmi 5 @
EANOX
e Monitoting> States > Physical inputs
Monitoring Physical Inputs
physieaLinput 1 185 1 Open input o physical input 33 Protection Earth Fault o
physical_input 2 LES 1 Close input L} physical input 34 Protection Phase Fault o
physical input 3 SM 1-Earth Switch ON o physiceLnput 35 Protection Heslth o
physical_input 4 SM 1-Earth Switch OFF o physical_input_36 Gas Low o
physicalinput S SM 1-Lock Indication o physical input_37 Ooor Open o
physical input 6 SM 1-Unlock Indication o physical input 38 Local status input =]
physical_ingat 7 EFl Fault Indication [u] physical input 39 Remote status Input a
physical_input 8 AC Power Fail o physical_input_40 Spare o
physical_inpat 9 €8 Open input a physical_input 41 Spare o
physical_input_10 CB Close input [ ] physical_input_ 42 Spare o
physical_input_11 Earth Switch ON =} physical_input_43 Spare o
physical input 12 Earth Switch OFF o physicalinput 44 spare o
physical_input 13 Lock Indication o physical input 45 Spare. a
User activity logs physica input. 14 Unlock Indication o shu o
System Logs physical input_15 Load Managment System o physical_input_47 Spare o
Setp physical input_16 Motor Circuit Fail o physical input 43 Spare o
> Settings physical_input_17 LES 2 Open input o physical_input_49 Spare. o
Programmable Logic physica ioput. 13 185 2 Close input [ ] physical input 50 spare o
Shey v ee. physical input 19 SM 2-Earth Switch ON o physical input 51 spare o
Security physical input 20 SM 2+Earth Switch OFF o physical input 52 Spare o
e L’L‘ZZT."..‘ physical input 21 SM 2-Lock Indication o physical input_53 Spare o
physical_input 22 SM 2-Unlock Indication o physical_input_54 Spare. o
Testens IR stteryLow o physealinput 55 spare o
PN e physica input 24 OC Powes Fal o physicalioput 56 spare o
physical_input 25 Spare o physical input 57 Spare a
physical input 26 spare o physical input 58 spare o
physical_input 27 Spare a physical input_59 Spare. a
physical_input 28 Spare o physical input. 60 Spare (=]
physical_input 29 Spare o physical_input_61 Spare. o
physical input 30 Spare o physical_input 62 Spare o
physical_input 31 Spare o physical input 63 Spare a
physical input 32 Spare o physical_input_ 64 Spare o
Figure 71: States page
5.3.1.3. Measurements
v @ 19216820010 tumensurem: X - 8 x
€ @ % 192168200100/ umessurements htmi ¥ @ i
FANOX
e, Mondoring: Measurements
Monitoring Measurements
e 14 MozA 2 723 1A Ts2A CALCIA 6391 4
» States 18 w174 208 TioasA 3 B0%04  CALCIB es855 4
Mesurement e 834 2K s03TA  3C 88064 CALCIC 62598 4
et iy aiza  zm 12s3sA 3N 18594 CALCIN 138075 4
Duta Logging LANGIA 29960°  ZANGIA a8 LANGW 5987 CALCANGIA o
System Logs 1aNG I S7aT 2.ANGIC 18217 3ANGK 5132 CAICANGIC EPER]
Sotup 1.AHG_N 6000°  2ANGIN 2819 3ANGIN 10905 CALCANG IN 0274
» Settings s ke 2s TaEkvA 1S nzEzkvA  CAICS a7z kv
Programmable Logic e 2w 2P AT 3P STISKW CACP a4 kW
R 1a s 20 s30Tk 3.0 To2 kA CACQ 17362 ki
Securkty 108 0914 29F 004 3PF 0773 CALCPE 0183
el ::m A nszkv
3ve 086 k¥
Test Menu
v [
EREEE sum a1kv
3.ANG VA, Lrey
3 ANG VB e
3.ANG_VC sase
LANGWN saaz
3.uap 180k
3.u8c L0k
3.ucA 083 kv
3.ANG_uAB a5z
3_ANG_UBC 982
3 ANG_UCA 165180

Figure 72: Measurements page
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RMX20009P3LAA3ITA

User activity logs
System Logs

Setup

> Sattings
Programmable Logic
Gateway Signal Map

User management
Role management

Test Menu
FW Update

5.3.1.4. Counters

v @ 192168200100/ hucounters

Monitoring>Counters

Counters
User 1
User 2
User3
User 4
User 5.
User 6
User 7

User 8

100 2000
2000 3000
3000 4000
o
0
0
o
0

Figure 73: Counters page

5.3.2. Data Logging

The data logging menu consists of the following submenus:

v @ 19216200100 ogehiml

€ c =

FANOX

RNX20009P3LAA3ITA

Usar activity logs
System Logs

Setup

> Sattings
Programmable Logic
Gatewsy Signal Map
Security

User management
Role management
Test Menu

FW Update

Events

Data Logging» Events

Events: System variable events
User activity logs: User Events
System logs: System event logs

Controller log view

3 -

Time Criteria
[13-11-2025 15:50:19.677) axternalFioats
[13-11-2025 155019677 axtemalfloats
[13-11-2025 15:5018.677) extemalFloats
[13-11-2025 15:50:19.677] extemalFloats

Element Default name.
27 extemal fleat 27
2 otemalfon s
5 ememalfioaas
24 extemal flost 24

[13-11-2025 15:50:18.922] externalBooleans 4 extemal_bool 4

[13-11-2025 15:50:18.722) axternalFloats
[13-11-2025 15:50:18.722) exteralfiosts

3 etemalfoat 31

13-11-2025 15:50:10.166) extemalBooleans 1 extemal_bool 1
[13-11-2025 15:50:18.166] externalBocleans 2 extemal_bool 2
[13-11-2025 15:50:18.168) externalBooleans 3 extemal_bool 3

(13-11-2025 15:50:12753) externalFloats
[13-11-2025 15:5012753] extemalFloats
[13-11-2025 15:50:12185) externalFlosts
[13-11-2025 15:50:12195) externalFloats
[13-11-2025 15:50:12.195) axternalFioats
[13-11-2025 1550121951 extemalFloats
[13-11-2025 15:5012195) extemalFlosts
[13-11-2025 15:50:12.185) externalFloats
[13-11-2025 15:50:12195] externalFlaats
[13-11-2025 15:50:12195] axternalFloats
[13-11-2025 1550121951 extemalFloats
[13-11-2025 15:50:11.441) externalFlosts
[13-11-2025 15:50:11.441) externalFloats
[13-11-2025 15:50:11.440] externalFloats
[13-11-2025 15:50:10.686] extemalFloats
[13-11-2025 15:50:08.930] extemalFloats
[13-11-2025 15:50:09.174) externalFloats
[13-11-2025 15:50:09.174] externalFloats
[13+11-2025 15:50:09.174] externalFloats
[13-11-2025 15:50:09.174] externalFloats
[13-11-2025 15:50:08.174) extemalFlosts
[13-11-2025 15:50:09.174] axternsiFioats
(13-11-2025 15:50:08.4201 extemalFloats
[13-11-2025 15:50:00.420] extemalFlosts
[13-11-2025 15:50:08.420) externalFloats
[13-11-2025 15:50:07.665) externalFioats
[13-11-2025 15:50:07.665) axternalFioats
[13-11-2025 15:50:07.665] @xtemalFloats
[13-11-2025 15:50:07.665) extemalFlosts

Custom name Value

000
000
a0
0

000
000

www.fanox.com

Figure 74: Events page
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5.3.2.1. User activity logs

v @ 12168200 00 merkogeimd X _ a x
€ 5 O % 192168200100/ usericge htm| B oa i
FANOX

[T Data Logaing> System Logs

Mowtiering User log view

Device Info From: [dd/mm/aaaa -~ B Toc |dd/mem/aaaa

> Siates

Measuremants user: [an v

Counters

Data Logging
Events . - 3l ﬂ 00 | 200
s activiy logs

System Logs

Time User Message

Setup [2025.11.13 14:47:06.430 Test menu shm clig: rtushy8528,1/240/672

» Settings. [2025.11.13 14:47:06.362] Test menu shm el rush/B528,1/240/672

Programmable Logic [2025.11.13 14:35:22.455] Super Admin 1 Counter valug change, tem; User_3, od_valua: 0.0, new._ value: 3000
Super Admin 1 Counter value changa. tem: User_2. old_value: 00, new_value: 2000

Gatewsy Signal Map (2025.11.13 1435:22453

. (20251113 143522452
[2025.11.13 14:2535.850]
[2025.11.13 14:25:07.000)

Super Admin 1 Counter value change, tem: User_1, old_value: 0.0, new_value: 1000
Super Admin 1 Simalation stert request: physicalinputs

User management
Test mery shm clg: rush/8528/1/240/672

Fole mansgement

[2025.11.13 1425:06.962) Test meny shm cig: riush/8528/1/240/672
Test Menu [2025.11.13 1424:34.512) About to check role map. gway permissicn
FW Updste [2025.1.12 142428.455) Ga 1o URL: index il

[2025.11.13 1424:28.453]
[2025.1.13 1424:16.361)
20251113 142416.3600
2025113 1423:54.623)
[2025.1.13 1422:40914)
[2025.1.13 1423:40813)
[2025.11.13 1423:31.023)
[2025.11.13 1423:25.309)
[2025.1.13 1423:25.308)
[2025.1.13 1423:10292)
[2025.1.13 1423:10.291)
(20251113 1422:55.262)
[2025.11.13 142255.251]
[2025.11.13 1422:40.253)
[2025.11.13 1422:40.252]
[2025.11.13 14:22:24,340]
20251113 1422:24.330)
[2025.1.13 1422:08.892)
[2025.1.13 1422:08.890)
[2025.11.13 14:21:53 408]
[2025.11.13 1421:53.407]
[2025.11.13 1421:37 6700
[2025.11.13 1421:37.868)
19136 14 43 1513 sm

Super Admin 1 User logged i, login: Super Admin 1

Super Admin 1 User logged out
User logged in extemally = False
About to check roke_map, gway pemission
ying to start gateway which is already running
ying to start gateway which is already running
About to check role_map_gway permission
trying to start gateway which is already running
rying to start gateway which is lready running
ying to start gateway which is already running
trying to start gateway which is already running
trying to start gataway which is already running
rying to start gateway which is already running
ying to start gateway which is lready running
trying to start gateway which is already running
rying to start gateway which is already running
trying to start gateway which is already running
rying to start gateway which is lready running
ying to start gateway which is already running
trying to start gateway which is already running
trying to start gateway which is already running
rying to start gateway which is already running
rying to start gateway which is lready running

P ——

Figure 75: User activity logs page

5.3.2.1. System logs

v @ 192168200100/uaylogshml X & — gt X
/guatoge

« C % 192168200,100/gwaylogs htmi &g oa %

Data Logging>System Legs

RNX20009P3LAA31TA

Monitoring System log view =
Device Info. From: [3g/mm/azaa - To: [da/mmyazea i O

> Suates

Vesmsoments [Fiee

Data Logging
pesy Time Lovel Apprame User Message
User activity logs 120251113 152222.449) INFO gateway - Time synchvonization lost.
i 120251113 1447.06.430] INFO  AppSrv  None Test menu shen cfg: rtush/8528/1/240/672
[2025.1.13 144706.362) INFO  AppSrv  Nene Test menu shen clg: tush/6528/1/240/672
o [2025:11.13 14:3522455) INFO  AppSrv 1 Counter vahse change, dem: User_3, old_vakue: 0.0, new._value: 3000
> 120251113 143522453) INFO AppSv 1 Counter vale change, tem: User_2 old_value: 0.0, new_value: 2000
Programmable Logic 120251113 143522452) INFO AppSrv 1 Counter vabue change. tem: User_, old_value: 00, new_value: 1000
Gateway Signal Map [2025.11.13 142536.924) INFO gateway CsharedMem singleton object deleted
Security [2025.11.13 1425:26690] INFO  AppSv 1 Simulation start request physicalinputs
User management 120251113 1425:36685) INFO  gateway - CSharedMem object rtush /602 / 1
Role management 12025,11.13 142536885) INFO  Gatewsy - Mapped shared memory ‘rtush bool6S28/int-240/uint1 float672
s [2025.11.13 142507.000) INFO  AppSrv  None Test menu shen cfg: tush/8528/1/240/672
[2025.11.13 142506.962) INFO  AppSev  Nene Test menu shen clg: tush/6528/1/240/672
FW Update 120251113 142437.075) INFO  gateway - 1EC-60870-S - Stating server
[2025.11.13 142437.242) INFO  gateway Configured uart/dev/ttymucO with parameters: 9600/8/3/1
120251113 142437.000) INFO  gateway - Client 3//tushipe_mq 548917 started
12025.11.13 142437.240) INFO gateway Crested Signal with 1D: 1 mapping topic to register: Transformer_Temg --> 472/1

[2025.11.13 142437.240] INFO  gateway

Created Signal with 1D: mapping topic to register: RMU_Temperature

>4

[2025.11.13 142437.240) INFO  gateway - Created intemal signak INTL_DEV_8COT_TYPE, di: 0, offset: 164, dtype: 6
[2025.11.13 1424:37.240) INFO  gateway Created intemal signak INTL_DEV_SYNC_SRC, dir. 0, offset: 163, dtype: &
[2025.11.13 142437239) INFO  gateway - Created internal signak INTL_DEV_TEMP_VALUE, dir 0, offset: 162, dtype: 6
[2025.11.13 142437.239) INFO  gateway -  Created internal signak INTL_DEV_TEMP_ALM, dir: 0, oftset: 161, dtype: 6
[2025:11.13 142437.239) INFO  Gateway - Created interal signak INTL_DEV_ERROR, Gir 0, offset: 160, dtype: 6
[2025.11.13 142437.239) INFO  gateway Created intemal signak INTL_GW_ERROR, dir: 1, offset: 145, dtype: 6
[2025.11.13 142437.239) INFO  gatewsay Created intemal signak INTL_GW_CONN_CNT, di: 1, offset: 130, ctype: 6
[2025.11.13 142437.239) INFO gatewsy - Created internal signak: INTL_GW_CONN_STATE. di: 1, offset: 6498, ditype: 0

12025.11.13 142437.239) ERROR gateway

internal signal not handled: INTL_DEV_GPI00_LOCK UNLOCK

120251113 142437239] INFO  gateway - Created intemal signak INTL_DEV_IND._LED. R, dir; 0, offset: 6407, dtype: 0
[2025.11.13 142437.239) INFO  gateway Created intemal signak INTL_DEV_IND_LED_ERROR, di: 0, offset: 6406, dtype: 0
[2025.11.13 142437239) INFO  gateway - Created internal signak INTL_DEV_IND_LED_STATUS, -0, ffset: 6405, ditype: 0
120251113 142437.239) INFO  gateway - Created intemnal signak INTL_DEV_IND, di; 0, ffset: 6404, dtype: 0

1025:11.13 142437.239) INFO  Gateway - Created internal signak INTL_DEV_SWRESET, 6ir: 1, offset: 6403, dtype: 0
[2025.11.13 142437.239) INFO  gateway Created interal signak INTL_DEV_STATE, dir:0, offset: 6400, diype: 0
[025.11.13 142437.239] INFO gateway -  Created internal signak INTL DEV_LR MW, dir: 0, offset: 5830, dtype: 0
[2025.11.13 142437.239) ERROR Gatewsy - Intemal signal not handied: INTL_DEV_SYNC MANUAL

12025.11.13 142437.239) ERROR gateway - Intemal signal not handled: INTL_DEV_SYNC_PROTOCOL

[2025.11.13 1424:37.235) ERROR. gateway intemal signal not handled: INTL_DEV. SYNC_SNTP

Figure 76: System logs page
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5.3.3. Setup
The setup options menu consists of the following submenus:

o Settings:
= General: It allows to configure time zone and synchronization settings.
= Measurements
e Settings Measurements: It allows to configure measurements settings
(Ratios, correct factors...).
e Settings inputs: Debounce time.
o Serial ports: Serial port settings, cannot be configured.
o Ethernet ports: Ethernet port setting configuration
o Programmable Logic: It allows the followings:
o Start: To start the application.
o Stop: To stop the application.
o Restart: To restart the application.
o Send: To send logics configuration file.
o Get: To download the logics configuration file.
o Gateway Signal Map: It allows the followings:
o Start All: To start the gateway application.
o Stop All: To stop the gateway application.
o Send: To send gateway configuration file.
o Get: To download gateway configuration file.

5.3.3.1. Settings
5.3.3.1.1. General

- 92168200100 sersings-gene. X | - x
-] g5 o

€ C % 192.168.200.100/settings-general himl B a =@

FANOX
RTU Settings> General

RMX20009PILAAI1TA

Monitoring
Device Info.

» States
Measurements
Counters

English >

‘ 5

2

[1-200)
[1-300]

(]

User management
Role manzgement Sy time with the browser
Test Menu

FW Updats

(oo o]
Figure 77: General Settings page
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5.3.3.1.2. Settings Measurements

v B0 g me: X 4 _ & x

€ e % 192168200, T B & g @

FANOX

Setup>Seftings> Measurements>

ettings Measurements

RHX20009P3LAASTTA
Monttoring Settings Measurements
Devie o Frequency sk ~
> sttes Current sensor 1 Primary 0 hvzzsmy
Mersurements Cumert Sensor 2 Primary o pzzsmy
Counters Current Sensor 3 Primary o0 la/22smy
Data Logging Voltage Sensor Primary o -
Events L
';:" e RatioCarrectionFactors
e Logs ARG I
Setup 11-B RCF 11
« Sattings
e ek 12
¥ Measurements. 12-ARCF 13
Settings Measurements B RCF =
Settings Inguits: i BT —
Soral orts I —
thernet Forts 1aRe 15
T -2 ReF [0
Gateway Signal Map BCReF 18
i VARG 9
User management - o
Role management et ner -
Test Menu :
FW Update AngleCarrectionFactars
-AMCF 3588 &
1B AcE o e
n-cace o -
1A ACE o -
128 ACF o e
12-C ACF o -
[y 20 e
B8 AcE o -
-CACE o e
VA ACE ) g
v ack o -
ik ey

Figure 78: Settings Measurements page 1_2

~ @ 192168200 00setings-rime. X - 8 X
€ 5 € = 1921682001007 = B e % :
FANOX
T Setup> Settings>Measurements> Settings Measusements
__ 154 ACE eg -
;‘!’:‘[::;9 138 ACF o e
Ry 13-C ACE o deg
Measurements VA A 300 eg
EakE V3-BACF o deg
Data Logging V3-C ACF o e
Events
User actimity logs Deadbands
Sysiem Logs 11-Phase Deadband 003 Fin
Setup 11-Neutral Deadband 03 Fin
Ve S1-Deadband 05 i
General
o P1-Deadband 05 i
Settings Measurements Q1-Deadband 05 Fentin
Settings Inputs PF1-Deadband 05 FoF
Seral Fort 12-Phase Desdband o5 i
P':"’:x:;;‘:‘iwc 12-Nexsral Deadband o5 Fin
Gateway Sigral Map s2-Deadband 05 Fenrin
Security p2-Deadband 05 Fenrin
User management @2 Deadband o5 enin
Recle management Pr2-Deadband o5 ber
Test Menu 13-Phase Deadband o5 bin
FW Update 13-extral Deadband 05 i
53 Deadband 05 ain
P3-Deadband [ i
Qa-Deadband [ i
PF3-Deadband [ boe
V3-Phase Deadband [ i
V3-Hieutral Deadband [ en
Save
Connected

Figure 79: Settings Measurements page 2_2
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5.3.3.1.3. Settings Inputs

v | @ 191820 00setingeae. X+ P

€ 5 G % 192168200100/sings Mmessrements NPSertings Inpots Banw W@

FANOX

RNX20009P3LAATITA Setup> Settings>Measurements> Settings Inputs

Monitoring Settings Inputs.
Debounce Time

Device Info
> states
Measurements T
Counters
Data Logging
Events
User activty logs
System Logs
Setup
v Setings

General

v Messurements

Settings Measurements
Settings Inputs

Serial Ports

Etheret ports
Programmable Logic
Gateway Signal Map
Security
User managament
Role management
Test Menu

FW Update

Figure 80: Settings Inputs page

5.3.3.1.4. Serial Ports

v @ g X _ a

€ C % 192168200100 settings-serial htm|

FANOX

RNX20009P3LAA17A Setup> Setiings>Serial Ports
Monitoring Sarial Ports
Device nfo. COM1-RS485
e Baudrate 9600
Measurements
Counters Data bits 8
Data Lagging Stop bits 1
Events
User activity logs party Nore
i COM2-RS232/485
Ee Baudrate 19200
* Sattings e
General Data bits )
> Messurements
sedia Ports Stop bis P
Ethernet Forts
Programmable Logic Paity None
Gatewsy Signal Map uss
Security Baudrate 9600
User management
Role management Data bits s
Test Menu Stop bits 1
Lol Parity None

Figure 81: Serial Ports page
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5.3.3.1.5. Ethernet Ports

R T N - &8 x

€ C % 192.168.200.100/gwaythemethmi Bgeaw =@

FANOX

5> Ethemet ports

[——
Monitoring ETH Local
= Enable DHCP
=
ey
e - o |
Data Lagging Subnet Mask 2552552550
=

User activity logs Default Gateway [
System Logs ;
. 3

Setup
TET DNS 2

Genersl

> Measurements.

Senial Ports. ETHLAN

Ethemat Ports nable DHCP

Programmable Logic

Gateway Signal Map 1P Address 192.168201.100
Securlty
e Subnet Mask 2352552550
Role maragement

SR —
Tost Menu
FW Update o

oNs 2 L
ETHWAN 1
Enable DHCP

i adres P
Subot Mk Errr—
et Gty —
ons 1 ]

oNs 2

ETH WAN 2
Enable DHCP )

Figure 82: Ethernet Ports page 1_2

v | @ 1216000 uethemer X | L

€ C %% 192.168.200.100/gwayethemet html B & &

FANOX

RNX20009P3LAAI1TA Setup> Settings» Etbernet Pots

Menitoring Enable DHCP

s 1P Addirass 192.168.201.100
Countars Subnet Mask 2552552850 ]

Data Logging
U ]

Events
user activity logs r
v NS 1

S tog
Setup DNS 2 |
« sattngs

Gensnal

jym— ETHWAN 1

Senal Ports Enable DHCP

Ethemet Ports
Programmable Logic 1P Address 192168202100

Gateway Signal Map
Subnet Mask 2552552550 |

Security
User management Defoult Gateway L 1
Role mansgement

Test Menu oS 1
FW Update —

ETH WAN 2
S
- o2 16203100
Subret Mk msmszssa ]

Default Gatswgy [
DNs 1 [
ows 2

BEnatie sSH

‘Save and apply

Figure 83: Ethernet Ports page 2_2

www.fanox.com Rev.1 54/58


http://www.fanox.com/

5.3.3.2.

v | @ 1RG0 gichiml X | &

€ C % 192.168.200.100/nulogic htmi

Programable Logic

FANOX

RHX20009P3LAA31TA
Manitoring

Davice Info.

> sutes
Mesurements
Counters

Data Lagging
Events

User activity logs
System Logs.

Setup

> Settings
Programmable Logic
Gateway Signal Map
Security

User management
Role management
Tost Menu

FW Update

Setup>Progiammable Logic

Controller
Status

[ stcp]resar]

Program Configuration
Canfigami

® Funning

[ Software version: v1.0.4|

5.3.3.3.

v @ 11E00 g X |

€ © %3 192.168200.100/gwaysignalmap htmi

FANOX

RNX20009P3LAAITTA

Monitoring i
Device Info. ® ruing
> States
Measuremants
Counters: Configuration
Data Lagging guayod
Events o
User activity logs
System Logs DNP3 configuration
Setup guayod
» Settings seno| [Ger
Programmable Legic
Gateway Signal Map Gateway #1
Eond I=>IEI:1(M server Name e 108
M 10000 port: AR 2w A B2 AE 0 e
Rale management e tentmases Status running
Test Menu Status disconnected
FW Update
Connections 0
Mapped Signals B
Gateway 02
2, Modbus RTU client Name Meter
Iy 49200K4/215000
Status nunning
Status disconnected
Connections ]
Mapped Signals n
Gateway #3
Modbus RTU client Name #TI00
HymAcOBEROTNN 5000
Status running
Status disconnected
Connections a
Mapped Sianals 2 o
Connoctod Softwars version: v1.04

Figure 84: Programable Logic page

Gateway Signal Map

Setup> Gateway Signal Map

Bpax =@

www.fanox.com

Figure 85: Gateway Signal Map page
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5.3.4. Security

The security menu consists of the following submenus:

o User Management: It allows to configure the Users.
o Role Management: It allows to configure the Roles of the users.

5.3.4.1. User Management

v @ 192168200 00 ermanager: X | - 8 x

€ C© % 192.168.200.100/usermanagement him| Bpeaw =@ i

FANOX

e, Security User management

e —— I User name Rale Creation date Expiration date Delete user

Bevice Info.

» States . [SUPERADMIN Y] Y ;i

— 1 Supar Admin 1 ] SUPERADMIN 1970.01-01 00:00:00 2100.01-01 00:00:00

Counters
b adrmie 1 | DN v 1970.01.01 00:00:00 2100.01.01 00:00:00 [ 1 ]

Data Logging

e 3 ENGNER v 1870.01-01 00:00:00 2100.01-01 00:00:00

wsersciy logs Engne: 1 ] - n

System Logs

Setup 4 Operator 1 | [operaTor v | 1970.01-01 00:00:00 2100.01-01 00:00:00 [ o ]

> settings

Programmable Logie 5 viewer 1 | VIEWER v 1970-01-01 00:00:00 2100-01-01 00:00:00 D

Gateway Signal Map

— 6 [t | s 2025.00 26 11:5436 2100.01.01 000000 n

User management

Role marsgement T Newlser! | SECAUD ¥ 2025-09-26 11:55:18 2100-01-01 00:00:00 D

Test Menu

or ] Newlser2 | secaD v 2025-00-26 11:55:35 2100-01-01 00:00:00 [ o ]
?  [Rewisen I secas 20251028 12239 2100.01.01 000000 [ ]
10 Newuserd | SECAUD ¥ 2025-10-28 11:34:48 2100-01-01 00:00:00 D
n Newlsers | SECAUD v 2025-10-28 11:36:48 2100-01-01 00:00:00 n
12 NewUsers | [secan v 2025-10-28 12:03:57 2100-01-01 00:00:00 n

?
g

Figure 86: User Management page

5.3.4.2. Role Management

v @ 152168200100/ clemanager X+ - 8 x
€ C % 192.168200.100/rolemanagement htmi maw =@
RNX20009P3LAA31TA Seonly -
"“’"""""'"9 D Role PGC Gateway Map ylogs  Modify User Roles TestMenu FWUpdste Delete Role
Device Info
> States e
e aants 1 [Newrole [ o |
Counters
2 I
s [vew role [ » ]
Events g
User sty logs L CT . s . . . . o
System Logs
I . “ s “
Setup 4 [aomin L L] L] L] L] a D
> Settings R
Programmatle Logic 5 |[isurmmacay |
Gateway Signal Map
Secutty 6 [vewe
User management
Role management 7 [operaton [ o ]
Test Menu
—
8 [ENGINEER L) a L L] L] n
FW Update
9 [INSTALLER L ] a ] a (s ]
10 [secaom G 0
O T a o
12 [Rmacwmnt a [ 1 ]
Connected Software version: v1.0.4

Figure 87: Role Management page
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5.3.5. Test Menu

It allows simulation of all available RTU variables.

v @ 152168200100 estmenutml X 4

€ C % 192168200100 estmenu htral Bgeaw =@

FANOX

RHX20009P3LAA31TA

During the simalation, 31 activated signals can be communicated

Monitoring 1f Qutpats e simulsted, HW outputs will be activated, f virtual outputs er commands are simulsted, the pragrammable logic will stop.
Device nfo. —

Messursmens & 6 b & 6 & 6 & 8 6 @ 6 & 6 & & & 6 & & & @

8 ]
Courkers 5 @ 8 & ©® @ ®B & ® 8 ® 8 @ @& ® ® B & ® 8 @ 5 @& @ @ @ ©°

arex

LT

Data Logging
Events

User activity logs
System Logs

Setup

» Settings
Programmable Logic
Gateway Signal Map
Security

User management
Role management
Tost Menu

FW Update

i

Software version: v1.0.4]

Figure 88: Test Menu page

5.3.6. Firmware Update

- 152 168200 100 fpdme el X - %
L pd -]

€ @ % 192163200100 fwupdate htmi Baw =@

FANOX

RNX20009P3LAAS17A P Updste
Monitoring RTUOS

Device nfo- versan: os
—

Mesurements o rw

Conters Version 005

Data Lagging Browse

(o Measurement Il FW

Aoty logs e .
e —

=
Setuy
o Measurement IV £
Programmable Logic version 105
Gotewe Sgnal ==

Security Rebaot system
User management
Rale management

Test Menu

FW Update

Figure 89: Firmware update page
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