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1. INTRODUCTION 

The SICom software is compatible with Windows® operating systems, including Windows 7, 
Windows 8, Windows 10, and Windows 11. It provides a comprehensive graphical user interface 
that facilitates access to all relay information, enables parameter modifications, and allows for 
event data management. The primary functions of the SICom software include: 

• General Data Access: Retrieval of complete relay model details, version information, 
serial number, and more. 

• Status Monitoring: Reading of relay states. 

• Measurement Access: Retrieval of measurement data. 

• Settings Management: Reading and modification of relay settings. 

• Configuration Management: Reading and modification of relay configurations. 

• Event Management: Reading, saving, and deleting event records. 

• Fault Report Management: Reading and deletion of fault reports. 

• Load Profiling: Reading and deletion of demand current data. 

• Oscillographic Data: Reading and saving oscillographic records in COMTRADE format. 

• User Access Management: Modifying user passwords. 

• File Handling: Saving and loading settings and configuration files. 

• Data Synchronization: Synchronization of date and time settings. 

• Communication Configuration: Setting communication parameters. 

• Counter Management: Reading and modifying counter values. 

• Control Commands: Issuing commands for circuit breaker operation (open/close) and 
recloser blocking/unblocking (other commands available). 

• Input Configuration: Defining and adjusting input parameters. 

• Output Configuration: Defining and adjusting output parameters. 

• Fault Reporting Configuration: Customizing conditions that trigger fault reports. 

This functionality ensures efficient relay management, detailed data analysis, and enhanced 
operational reliability. 
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2. HOW TO INSTALL SICOM SOFTWARE 

To install the SICom it is necessary the following link: 

http://fanox.blob.core.windows.net/sicom/publish.htm 

The link will open the next screen, where key “install” must be pressed: 

 

Once it is pressed INSTALL, the SICOM will be installed automatically. Following this advice, the update of the software does not require any user’s action, 

this is, if the SICOM is run being the laptop connected to Internet, The SICOM updates itself when it is started. Besides, the necessary drivers depending on 

the operative system can be downloaded from this page. 

Offline mode is also available to prepare the settings and configuration files without having the relay connected to the laptop, reducing engineering and 
commissioning time. 

http://www.fanox.com/
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3. HOW TO COMMUNICATE WITH THE COMPUTER 

It is possible to connect with the SICOM through the front local port or through the rear ethernet port if it is available in the relay.  

SICom program uses Modbus (RTU or TCP/IP) protocol, so only the ports with this protocol can be used to establish the communication.  

Follow the next steps to start the session: 

• Connect the relay to the PC through a port that uses Modbus RTU protocol (depending on the relay this port can be USB, RS232, RS485, RJ45 
(ethernet) or Wi-Fi). 

• Open the SICom previously installed, and press START. The following screen will appear: 
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3.1. Communication through local front port (USB or RS232): 

All Fanox relays can communicate with the SICOM through the local front port. Once the relay is switched on, connect it to the laptop through a USB or RS232 
cable, depending on the available front port in the relay. 

 

1. Select the option “Wired RS232/USB” option: 
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2. Check the associated “COM” to the used port. To check it, “Device manager→Ports (COM and LPT)”: 
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3. Set the associated “COM” in the SICOM option called “Select a port”. If only one port is connected to the laptop, the SICOM will recognize it automatically: 
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4. Check the “Local communication slave address” in the relay and set it in “Modbus address” of the SICOM. By default, this address is set to “1”, but the 
user can change it from 1 to 254: 
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3.2. Communication through remote ethernet port (RJ45): 

If the relay is provided with Ethernet communication port and Modbus TCP/IP protocol associated to it, it is possible to use it to communicate with the SICOM.  

Once the relay is switched on, connect the Ethernet port from the relay to the laptop (point to point). 

 

1. Select in the SICOM the option “Wired Ethernet” 

 

 

2. Check in relay HMI in “GENERAL SETTINGS → Rear TCP COM” menu the set protocol. It is necessary to have it set to MODBUS TCP to 
communicate with the SICOM (if you need to change the protocol to set it to Modbus TCP, after changing it, switch the relay off and switch it on 
again). Go down through this menu and check the IP address. 
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3. Check the IP address set in the relay for this Modbus TCP protocol and set it in the relay (this IP can be set by the user) and keep the TCP port to 502.  

 

 

4. Ensure, the laptop settings for the ethernet port are in the same segmented network of the relay. To check it: 

 

- Go to “Control panel→ Network and Sharing Center → Change adapter settings” (on the left menu) 

- Right click on the Ethernet port you are using (the one that is connected to the relay) and click on properties (last option): 
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- Double click on Internet protocol version 4 (TCP/IPv4): 
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- Set the IP of the relay changing the last bits, for example: 

 

  

NOTE: It is possible to change the IP address of the relay directly to the same segmented network of the laptop (avoiding the steps described in this 
point 4), if it is known.  
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5. Check in relay HMI in “GENERAL SETTINGS → MODBUS TCP” menu, the slave address. By default, this address is 2 (going down in this menu you 
can check the port that will be 502). You need to set this address in “Modbus address” of the SICOM. By default, this address is set to “2”, but the user 
can change it from 1 to 254: 
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3.3. Communication through Wi-Fi 

If the relay is provided with wireless communication, it is possible to use it to communicate with the SICOM.  

Once the relay is switched on, connect to the relay Wi-Fi the Ethernet port from the relay to the laptop (point to point). 

 

1. Select in the SICOM the option “Wired Ethernet” 
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2. Check in relay HMI in “GENERAL SETTINGS → WIFI COM” the IP address and the port that will be 502: 

 
 

3. Ensure, the laptop settings for the WIFI port are in the same segmented network of the relay. To check it: 

 

- Go to “Control panel→ Network and Sharing Center → Change adapter settings” (on the left menu) 

- Right click on the WIFI port you are using (the one that is connected to the relay) and click on properties (last option): 
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- Double click on Internet protocol version 4 (TCP/IPv4): 
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- Set the IP of the relay changing the last bits, for example: 

 

  

NOTE: It is possible to change the IP address of the relay directly to the same segmented network of the laptop (avoiding the steps described in this 
point 3), if it is known.  
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4. Check in relay HMI in “GENERAL SETTINGS → WIFI COM” the Slave address that by default is 1 (although the user can change it from 1 to 247): 
 

 
: 
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4. PASSWORD TO START THE SESSION 

 

The password will be different depending on the relay and the user. By default, it is: 

 

For SIA family the default password is 5555 

For SIL and SIR family the password is: Fanox/5555 

In any case, it can be changed by the user.  

Set the corresponding password (depending on the used relay and user) and press OK to start the session: 

 

 

Once the session is correctly started, the following screen will be open:  
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If there is some parameter wrongly selected, a message will appear informing about it, and the session will not start. 
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From Sicom version 2.0.2502.21993 onwards, the software will  also ask for the user in some of the relay models. Users can be checked and modified in the 

“Security” section of the Sicom software (section number 10 of the guide). 

First, communication is established according to the above explained procedure: 

 

Then, the identification process starts: 
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Finally, the password must be introduced and as mentioned, depending on the version, the user too: 
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Once “OK” is pressed, the authentication process is completed, and the relay starts the session: 
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5. WHAT IS SHOWN ON THE MAIN SCREEN 

The main screen is divided in different parts. On the top of the screen all the different options of the relay are displayed. 

- Monitoring 

- Configuration 

- Reports  

- Operations 

- Security 

 

Main screen version: (*) 

 

 

Updated main screen: (*) 

 

(*) Depending on the model the main screen is already updated or in the update process. 

 

When clicking in the tabs, the different sections of each one are displayed. 
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5.1. MONITORING 

As shown in the picture above, from the left to the right, it is shown: 

Stop → It is used to stop the session. 

States → It is used to see all the states. 

(*) Measurements → It allows to check the measurements done by the relay. 

(*) Counters → It allows to check the counters of the relay. 

(*) Depending on the model the main screen is already updated or in the update process. 

 

5.2. CONFIGURATION 

From the left to the right, it is shown: 

Settings → It is used to consult and change the different settings. 

Equipment → It allows to access to the relay outputs, inputs, logical signals, events, channels and so on that can be configured. 

Protocols → It allows to configure the deadbands and different communication protocols available in the relay. 

Save/Load configuration File → It is used to save or load a complete configuration file, which includes all the sections mentioned before.  
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5.3. REPORTS 

From the left to the right, it is shown: 

Events → All the events can be visualized and downloaded to analyze them. 

DFR → All the fault reports can be visualized and downloaded to analyze them. 

COMTRADE → It allows visualizing and downloading the oscillographic registers in COMTRADE format. 

LDP → It allow to analyze the demand of current. 

 

 

 

5.4. OPERATIONS 

From the left to the right, it is shown: 

Set Date/Time → It is used to synchronize the relay. 

Set Counters → The value of the counters can be modified through this menu. 

Execute Command → It allows to carry out different commands, such us, close/open breaker, reset, 79 block/unblock… 
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5.5. SECURITY 

From the left to the right, it is shown: 

Users → It allows the creation of different roles that can be assigned to the users. 

Roles → It allows to assign permissions to the roles.  

 

 

NOTE: Depending on the relay some of these menus might not be available. 
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6. MONITORING MENU 

 

This screen is the one that can be seen when a session is started. 

On the top of the screen the model, version, serial number and identification of the relay can be checked. Besides, on the right, the date and time can be 
consulted. 

 

 

Below this, on the left of the screen, the meaning of each digit that makes up the model of the relay is explained. 
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In the center of the screen, it can be appreciated the States grouped by criteria (a flag symbolizes that some state of the criterion is activated), the measures 
and the counters (if they are available).  
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In the upcoming version of Sicom software the monitoring menu looks like this: 
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DEVICE 

The following information can be found: 

 

 

FEATURES 

The meaning of each digit that makes up the relay model can be checked in this section. 

 

PERMISSIONS 

The permits to do modifications on the different parameters of the relay depend on the user used to start the session. In this section it can be checked which 
permits are available for the current session. 

 

FIRMWARES 

The firmware version of the micros of the relay can be checked in this section. 
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6.1. STATES MENU 

To access this menu, press Monitoring tab and then “States” option. The following screen will be opened: 

 

The flags located on the left represent the activation of some of the states of the corresponding criterion.  

To show the different states of each criterion, click on that criterion. In this case, the activated states of the criterion are represented by a yellow triangle (instead 
of a flag): 
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To hide some of the criteria previously opened, press the arrow next to its name: 
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In the upcoming version of Sicom software, the states menu will look like the following image (*):  

 

(*) Some criteria might be available depending on the model. 
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The main criteria are shown in this version and when clicked in these criteria the following sub-criteria are displayed: 
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Pause/Resume button can be used to freeze/unfreeze the measures at any given value. 

Refresh Rate button allows to set the refresh rate of the sections in the monitoring menu. 
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6.2. MEASUREMENTS 

To access this menu, press Monitoring tab and then “Measurements” option. The following screen will open (*): 

 

(*) Some measurements might be available depending on the model. 
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To show the different measurements of each criterion, click on that criterion.  
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6.3. COUNTERS 

To access this menu, press Monitoring tab and then “Measurements” option. The following screen will open (*): 

 

(*) Some counters might be available depending on the model. 
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To show the values of the counters, click on each one.  
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7. CONFIGURATION MENU 

 

In the configuration menu the following tabs can be found (*): 

 

(*) Some of them depend on the model, thus they might not be available in all the relays. 

 

7.1. SETTINGS MENU 

 

The settings menu is divided into 4 sections: 

- General → for general settings such as measurements, DFR, Date… 

- Communication → for communication protocols (addresses, IPs, ports…). 

- Protection → for protection functions. 

- Control → for control functions (LMS). 
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7.1.1. General 

When clicking in this section the following window will be opened: 
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To show the configurable settings of the sub-sections, click on each one.  
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7.1.2. Communication 

When clicking in this section the following window will be opened (*): 

 

(*) Some options are available depending on the model. 
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To show the configurable settings of the sub-sections, click on each one.  
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7.1.3. Protection 

When clicking in this section the following window will be opened (*): 

 

(*) Some options are available depending on the model. 
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To show the configurable settings of the sub-sections, click on each one.  

 

The settings of the different settings groups can be modified by clicking on the settings group options on the bottom left of the screen. 
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7.1.4. How to change a setting 

On the left side of the settings screen all the protection functions are listed (the list will depend on the model of the relay). Select the desired function and all the 
settings related with it will be displayed: 
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If there is an arrow on the right of a parameter, press it to check the options and select the required option: 

 

 

 

 

 

 

 

http://www.fanox.com/


 

www.fanox.com       Rev.12       55/217 

1 - General Business 

If there is not an arrow, place the cursor on the parameter setting and the range (minimum and maximum value), the unit and the step will be shown. In this way 
the user can know which values correct and which ones are out of range. 

 

To close the settings of a protection function, double click on the protection function on the left of the screen. 
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By default, only one settings group is shown. If the relay has more than one settings group, they can be selected pressing the option at the bottom of the 
screen: 
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When a parameter is changed, a yellow triangle will appear on its left (informing that a change has happened, but it has not been sent yet). To send the changes 
to the relay press “Send Settings” (up on the left): 
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If the action is correct, a message confirming it will appear on the screen: 
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If a value out of range is written, a symbol informing about it will appear and the option “Send Settings” will not be available: 
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Setting change made from HMI: 

 

There are 2 options: 

- If the settings menu is not opened, once the menu is opened, the new setting will appear in the SICom. 

- If the settings menu is already opened, after the changes in HMI, it is necessary to press “Refresh Settings” to visualize the changes in the SICom: 
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7.1.5. How to save a settings file 

It is possible to save a settings file thanks to “Save Settings” option. When it is pressed a window to save these settings will be opened. The file can be saved 
in 2 formats. “.sec” or “.xml”. 
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It is possible to select a name for the file and the wanted location. A message confirming the action will be shown. 
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7.1.6. How to open a settings file 

It is possible to open a settings file previously saved and send it to the relay. To do this, press “Open Settings” option, select the desired file and press “open”: 
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The following window will appear to indicate which settings are being opened, press OK. 
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If in the opened file any of the settings is different from the previously adjusted, they will appear with a marking on the left. To send them to the relay, press 
“Send Settings”. 
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A message confirming that the settings have been sent will appear: 

 

 

If there are several settings file for different relays, please take care of selecting the correct one. If an incompatible file is selected SICom will not open the 
document. 
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7.2. EQUIPMENT MENU 

The equipment menu is divided into 6 sections (*): 

- Logics → allows to configure the internal logics of the relay. 

- Events → allows to mask/unmask the events. 

- Inputs → can be used to assign a name to the inputs. 

- Channels DFR → allows to configure which criteria and state is shown in each channel. 

- HMI Buttons → allows to configure which command is designated to each button. 

- Time Commands → can be used to set the time a command takes to activate. 

 

 

(*) Available depending on the model.  
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7.2.1. Logics 

When clicking the logics tab, a window with the Outputs, PGCs, Alarm LEDs and Control LEDs will be opened.  
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To show the configurable sub-sections, click on each one.  
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7.2.2. Events 

When clicking the events tab, a list with the different states criteria will be opened.  
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To show the configurable events, click on each one. If there is a tick in the box, the event will show in the events record in case the state is activated, if it is not, 
the event won’t show even if it is activated. 
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7.2.3. Inputs 

When clicking the inputs tab, a list with the different inputs will be opened.  
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To show the configurable inputs, click on each one. It is possible to assign a name to each of them. 
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7.2.1. HMI Buttons 

When clicking the HMI Buttons tab, a list with the different buttons will be displayed.  
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To show the configurable buttons, click on each one. It is possible to assign a command to each button. 
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7.2.2. Time Commands 

When clicking the Time Commands tab, a list with the different available commands will be displayed.  
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To show the configurable time commands, click on each one. It is possible to assign an activation time to each command. 
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7.3. CHANNELS MENU 

7.3.1. Channels DFR 

When clicking the COMTRADE channels tab, a list with the different channels will be displayed.  

 

To show the configurable channels, click on each one. It is possible to assign a criteria and state to each of them, which will show in the COMTRADE records. 
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7.3.2. LDP Channels 

For SIRA and SIRC relays, from fw version 1.22 onwards, LDP channels are configurable.  

When clicking the LDP Channels tab, a list with the different LDP channels will be displayed. 
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To show the configurable channels, click on each one. It is possible to assign to each channel a measurement which will show in the LDP records. 
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7.4. HOW TO CHANGE THE CONFIGURATION 

Expand the options to see all the signals that can be configured: 

 

 

 

 

http://www.fanox.com/


 

www.fanox.com       Rev.12       83/217 

1 - General Business 

Selecting a signal, the different fields to configure will be opened: 

  

 

These fields are: 

• Criteria   

• States 

• Deny     

• Logic Gate 

• Operation  

• Pulse Duration 

• Period 
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CRITERIA 

This field is made up of all criteria included in “States menu” of the relay, this is, protection functions, inputs, outputs, logic, communications… All the options 
that can be assigned to outputs, PGCs, Alarms LEDs and control LEDs will appear: 
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STATES 

Once, a criterion is selected, the different states associated to that criterion will appear in “States” field: 
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DENY 

This box is ticked if the condition to activate the output, PGC or LED is that the configured state is NOT activated. 

 

LOGIC GATE 

The next field is “Logic Gate”. It is possible to choose between OR, NOR, AND, NAND, XOR, FFSR, FFRS, R EDGE or F EDGE. The inputs of these gates will 
be the signals selected in “Criteria” field: 
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OPERATION 

Finally, a logical gate can be selected between latch, pulse, several pulses, blinking, timer up or timer down (depending on model some of these options will not 
be available). The input of this logical gate will be the output of the previous gate: 
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Logical gate selection guide 

 

1 PULSE 

 

 

 

 

 

 

TIMER UP 

 

 

 

  

The configured signal will produce a pulse of the same duration than the adjusted time in the “time up” parameter once the input signal is 
activated. 

The configured signal waits for the adjusted time in the “time up” parameter for activating itself once the input signal is activated. 

Input 

Output 
T 

Input 

Output 

T 
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TIMER DOWN 

 

 

PULSES (Same time on and time off) 

 

 

 

 

 

 

 

 

 

 

Once the configured signal is activated, it waits for the adjusted time in the “time up” parameter to deactivate itself. 

The configured signal will make pulses of the adjusted milliseconds while the input signal is activated. 

 

Input 

Output 

T T T 
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BLINKING (different time on (T) and time off (T2) 

                   

                                         

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

The configured signal will be activated at the time set in the “time up” parameter, and will be switched off at the time set in the “period” 
parameter less the value set in the “time up” parameter:  
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SR FLIP FLOP (priority for set signals) & RS FLIP FLOP (priority for reset signals) 

 

             

 

 

 

 

 

 

 

 

 

The configured signal will be activated once the bits in the “s” position are activated (set position). The signal remains ac tivated until the 
bits configured in the “R” position are activated.  
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PULSE DURATION  

The field “Pulse Duration” is only available if pulse, pulses, blinking or timer option is selected. Positioning the cursor on the corresponding box the range the 
step and the unit will be shown: 
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PERIOD 

The field “Period” is only available if blinking option is selected. 

 

 

Once the configuration is changed, a yellow triangle is shown before the criteria filed, which indicates that the configuration has not been sent yet. Press “Send 
Configuration” and it will be sent to the relay: 
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If the configuration is sent correctly, a message confirming it will be shown: 

 

 

The same procedure applies to configure PGCs and LEDs. 
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Configuration change made from HMI: 

If the configuration menu is not open, once the menu is opened, the new configuration will appear in the SICom. 

If the configuration menu is already open, after making some changes through HMI, it is necessary to press “Refresh Configuration” to visualize the changes in 
the SICom. 
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7.5. HOW TO SAVE A CONFIGURATION FILE 

It is possible to save a configuration file thanks to the “Save Configuration” menu. When this option is pressed, a window to save this configuration will be 
opened: 
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The name of the file and the wanted location can be selected. 

Finally, a message confirming the configuration has been saved will appear on the screen. 
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It is possible to overwrite the changes in a previously saved file. For example, if the settings file has already been saved, when pressing the “Save Configuration” 
button if the name of the file is not changed, the following screen will appear: 

 

This means that the actual file has the information of the protection settings (the ones that were previously saved in the original file) and the logics configuration. 

Saving a configuration file on the rest of the “Equipment” tabs (Events, Inputs, Channels DFR, HMI Buttons, Time Commands) is done with the same procedure. 
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7.6. HOW TO OPEN A CONFIGURATION FILE 

It is possible to open a configuration file previously saved and to send it to the relay. To do this, press “Open Configuration” key, select the file you need and 
press “open”: 
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The following screen will show, indicating which items are saved in the configuration that is being opened. Press “OK”. 
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A message confirming that the configuration has been loaded correctly will appear on the screen. The symbol before the “Criteria” field indicates the changes 
that have been made by uploading the new configuration. To save these changes, they must be sent to the relay. 
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Press “Send Configuration” to send it to the relay and window to confirm the sending will appear. 
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It is very important that the file corresponds to the model of the relay. If an incorrect file is selected, SICom cannot open that file, and the program will inform 
about it: 

 

 

Opening a configuration file on the rest of the “Equipment” tabs (Events, Inputs, Channels DFR, HMI Buttons, Time Commands) is done with the same procedure. 
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7.7. PROTOCOLS MENU 

 

The protocols menu is divided into 5 sections (*): 

- Deadbands → allows to configure the deadbands of the measurements of the relay. 

- DNP3 Serial → allows to configure the analog and binary inputs. 

- DNP3 TCP → allows to configure the analog and binary inputs. 

- IEC-103 → allows to configure the binary inputs. 

- IEC-104 → allows to configure the analog inputs, binary inputs, counters and commands. 

 

 

(*) Available depending on the model. 
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7.7.1. Deadbands menu 

When clicking in this section the following window will be opened: 
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To configure the value of the deadbands, click on each one and modify them. A yellow triangle will appear, showing that the changes have not been sent to the 
relay: 

 

 

The procedures to change, send, save, open a configuration are the same as the ones explained before for the other configuration files: 

- To change the values, simply type the desired values in the “DeadBand” column, 

- To send the configuration to the relay, click on the “Send Configuration” button on the top left of the screen.  

- To save the configuration file, just click on the “Save Configuration" button. 

- To open a configuration file previously saved or created, click on the “Open Configuration” button. 
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7.7.2. DNP3 Serial Menu 

The configuration of the signals is done from the SICom software on Configuration Menu/DNP3 Serial. 

Once the protocol is selected, a new window appears with the different types of signals to be configured: 

- DNP3 Serial Analog Inputs. 
 

- DNP3 Serial Binary Inputs. 
 

Counters and commands are not configurable in DNP3 Serial. 
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When clicking in each type of signal the following configurable parameters will appear: 

 

The entire database table of analog and binary signals is empty by default. To set the desired values and parameters, just click on the drop-down lists for 
measurements, criterion and state, and select the values for the multiplier. 

The procedures to change, send, save, open a configuration are the same as the ones explained before for the other configuration files. 
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7.7.3. DNP3 TCP Menu 

The configuration of the signals is done from the SICom software on Configuration Menu/DNP3 TCP. 

Once the protocol is selected, a new window appears with the different types of signals to be configured: 

- DNP3 TCP Analog Inputs. 
 

- DNP3 TCP Binary Inputs. 
 

Counters and commands are not configurable in DNP3 TCP. 
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When clicking in each type of signal the following configurable parameters will appear: 

 

The entire database table of analog and binary signals is empty by default. To set the desired values and parameters, just click on the drop-down lists for 
measurements, criterion and state, and select the values for the multiplier. 

The procedures to change, send, save, open a configuration are the same as the ones explained before for the other configuration files. 
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7.7.4. IEC-103 Menu 

The configuration of the signals is done from the SICom software on Configuration Menu/IEC-103. 

Once the protocol is selected, a new window appears with the signals to be configured: 

- IEC60870-5-103 Binary Inputs. 

 
Also, the binary inputs that are defined by the standard appear in grey in the screen and are not modifiable. 
Analog inputs, counters and commands are not configurable in IEC-103. 
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When clicking in binary inputs, a list is displayed to configure the rest of the inputs that are configurable: 

 

 

The entire database table of the configurable binary signals is empty by default. To set the configuration, just click on the drop-down lists and choose the desired 
options.  

The procedures to change, send, save, open a configuration are the same as the ones explained before for the other configuration files. 
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7.7.5. IEC-104 Menu 

The configuration of the signals is done from the SICom software on Configuration Menu/IEC-104. 

Once the protocol is selected, a new window appears with the different types of signals to be configured: 

- IEC60870-5-104 Binary Inputs. 
 

- IEC60870-5-104 Analog Inputs. 
 

- IEC60870-5-104 Counters. 
 

- IEC60870-5-104 Commands. 
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7.7.5.1. IEC60870-5-104 Binary Inputs 

Binary Inputs include all digital signals, Single or double point, to be sent to the controlling station (Client). 

Selecting IEC60870-5-104 Binary Inputs opens the entire database table of binary signals, which is empty by default. 
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Where: 

Name Description 

Position Index of the position on the configuration table 

IOA 
Configurable Information Object Address. Is not recommended to assign the same IOA to 
different states or to repeat a state in different positions.   

Function Group of signals according to the relay model, selectable from a list. 

State 2 
Used only in double point information (types 3 and 31) to select a second state bit from the same 
function. 

State 1 
Used in single- and double-point information. Select the state of the criterion selected in 
“Function” column to communicate.  
 

Type Type identifications, selectable from a list. 

COT 
Selection of the cause of transmission. The available COTs will be limited depending on the 
selected type id.  

Inverted Inverted status of the point for sending to the master 

After configuring the desired states, send the configuration to the relay with “Send configuration” button on the top menu bar.  
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7.7.5.2. IEC60870-5-104 Analog Inputs 

Analog Inputs include all measures signals to be sent to the controlling station (Client). 

Selecting IEC60870-5-104 Analog Inputs opens the entire database table of analog signals, which is empty by default. 
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Where: 

Name Description 

Position Informative numeral to show the position on the configuration table 

IOA 
Configurable Information Object Address. Is not recommended to assign the same IOA to 
different states or to repeat a state in different positions.   

Measure Analog signals according to the relay model, selectable from a list. 

DFR Allows the measurement to be included in the DFR to be sent to the Controlling station. 

Type Type identifications, selectable from a list. 

COT 
Cause of transmission, selectable from a list. The available COTs will be limited depending on 
the selected type of id.  

After configuring the desired measurements, send the configuration to the relay with “Send configuration” button on the top menu bar.  
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7.7.5.3. IEC60870-5-104 Counters 

Internal equipment counters to be sent to the controlling station (Client). 

Selecting IEC60870-5-104 Counters opens the entire database table of counters, which is empty by default. 
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Where: 

Name Description 

Position Index of the position on the configuration table 

IOA 
Configurable Information Object Address. Is not recommended to assign the same IOA to 
different states or to repeat a state in different positions.   

Counter Counter signal according to the relay model, selectable from a list 

Type Type identification, selectable from a list 

COT 
Cause of transmission, selectable from a list. The available COTs will be limited depending on 
the selected type of id.  

After configuring the desired counters, send the configuration to the relay with “Send configuration” button on the top menu bar.  
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7.7.5.4. IEC60870-5-104 Commands 

Command includes all command signals, Single or double, to be sent to the controlling station (Client). 

Selecting IEC60870-5-104 Command opens the entire database table of command, which is empty by default. 
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Where: 

Name Description 

Position Informative numeral to show the position on the configuration table 

IOA 
Configurable Information Object Address. Is not recommended to assign the same IOA to 
different states or to repeat a state in different positions.   

Command ON Select the command to perform when a “ON” value is sent to the relay in that IOA.  

Command OFF Select the command to perform when a “OFF” value is sent to the relay in that IOA.  

After configuring the commands, send the configuration to the relay with “Send configuration” button on the top menu bar. 
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7.8. BULK CONFIGURATION MENU 

This menu makes it possible to save or load the complete configuration files. 

7.8.1. Save configuration files 

To save the complete configuration file, press “Save Configuration File”. The following screen will appear, where it is possible to choose which configuration 
items are saved by selecting them in the first column. 
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Once “OK” is pressed, the items are saved one by one. This process will take some time. 
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When all the selected items are saved, press “Save” in the following screen that will appear: 
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The following message will pop to indicate that the whole configuration has been successfully saved: 
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7.8.2. Load configuration files 

To load the complete configuration file, press “Load Configuration File”. The following screen will appear, where the desired file to load can be selected: 
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When “Open” is pressed, a new window appears where it is possible to choose which configuration items (previously saved) want to be loaded. This is done by 
selecting them in the first column. 
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Once “OK” is pressed, the items are loaded one by one. This process will take some time. 
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Once the whole configuration has been loaded correctly, the following message will appear:  

 

To check the loaded configuration, open the desired configuration tabs. 
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8. REPORTS MENU 

In the “Reports” menu the following tabs can be found (*): 

 

(*) Some of them depend on the model, thus they might not be available in all the relays. 

 

8.1. EVENTS MENU 

Press “Events” key in the “Reports” menu: 
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A window with all the events registered in the relay will be shown: 
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The following information is available: 

• Function: The criterion that has originated the event. 

• Event Description: The specific state of the criterion that has originated the event. 

• Event State: If the event originated because of an activation or deactivation of the state. 

• Associated Measurement: The measure at the time of the register. If this measure is registered with the corresponding unit, it will be shown as well. 

• Date: Time stamp of the event. 
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On the left of the screen all the criteria that generate events appear. Pressing one of those options, the events are filtered according to that criterion:  
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To return to all the events, press the complete model on the left of the screen: 
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While the events menu is open, if new events are generated in the relay, press “Refresh Events” key to visualize them: 
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8.1.1. How to save the events 

To save the events, press “Save Events” key. A window will be opened to choose the name of the file and the desired location: 
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To finalize the action, a message informing that the events have been saved will be shown on the screen: 
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8.1.2. How to delete the events 

To delete the events of the relay, press “Delete Events” key. A question to confirm the erasing will be shown: 
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If “OK” option is pressed the events will be erased in the relay and a message confirming it will appear on the screen: 
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After this operation, only one event will be registered, this is, “SER Deleted” (events deleted). 
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8.2. FAULT REPORTS MENU 

Press “Faults” option in the “Reports” tab: 

 

 

The following screen will open, with all the faults registered on the relay on the left:  
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If a fault report is selected, the events related to it will be displayed.  

The same information as in “events” section can be checked, but in this case, there is also a heading to describe the fault and a record of the main measurements 
on the right of the screen. 
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If the “faults” menu is open and a new fault report is generated in the relay, press “Refresh Faults” key to visualize it: 
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8.2.1. How to save a fault report 

To save the events, press “Save Events” key. A window will be opened to choose the name of the file and the desired location: 
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To finalize the action, a message informing that the events have been saved will be shown on the screen: 
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8.2.2. How to delete the fault report 

To delete the fault reports of the relay, press “Delete Faults” key. A question to confirm the erasing will be shown: 
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If “OK” option is pressed all the fault reports will be erased in the relay and a message confirming it will appear on the screen: 

 

If the fault report is erased, the corresponding oscillographic record is also erased. 

http://www.fanox.com/


 

www.fanox.com       Rev.12       148/217 

1 - General Business 

 

 

 

 

 

 

 

 

 

http://www.fanox.com/


 

www.fanox.com       Rev.12       149/217 

1 - General Business 

8.3. OSCILLOGRAPHIC RECORDS MENU 

Press “COMTRADE” option in the “Reports” tab: 

 

The following window will be opened. On the left of the screen the oscillographic records saved in the relay will appear: 
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To visualize a record, select it: 
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The digital and analogue channels displayed can be chosen by clicking on the boxes on the bottom left of the screen: 
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If the “COMTRADE” menu is open and a new record is generated in the relay, press “Refresh COMTRADE” key to visualize it: 
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8.3.1. How to save an COMTRADE record 

It is possible to save oscillographic records thanks to “Save COMTRADE” key. When this option is pressed a window to save the selected oscillograpic record 
will be opened: 
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In this window it is possible to select a name for the file and the wanted location.  

The oscillographic record will be saved in COMTRADE format. This universal format can be opened with most of the oscillography visualizers in the market: 

When the oscillographic record is saved, a message informing about it will appear on the screen: 
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8.3.2. How to delete the COMTRADE records 

To delete the oscillographic records of the relay, press “Delete COMTRADE” key. A question to confirm the erasing will be shown: 
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If “OK” option is pressed all the COMTARDE records will be erased in the relay and a message confirming it will appear on the screen: 

 

 

If the option “Delete COMTRADE” is selected, the corresponding fault reports are also deleted. 
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8.4. LOAD DATA PROFILING (LDP) MENU 

If relay offers Demand of current (this feature will depend on the relay model), press “Demand” key:  
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A window with the register will be opened: 
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The available information is as follows (*): 

 

• Date → Date and time of each register. 

• Interval Imax → Maximum current during the interval (**). 

• S-3P →  3 phase apparent power. 

• P-3P → 3 phase active power. 

• Q-3P → 3 phase reactive power. 

• Imax → Maximum current at the end of the register. 

• Vmax → Maximum voltage at the end of the register. 

(*) Information available depending on the relay model. 

(**) Settings available in General settings section (LDP). 
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Thanks to the options on the left of the screen (at the bottom); the signals to visualize can be selected: 
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If the registration of demand continues and this menu is open, press “Refresh LDP” to update the information: 

  

 

 

 

 

 

 

 

 

 

http://www.fanox.com/


 

www.fanox.com       Rev.12       163/217 

1 - General Business 

8.4.1. How to save the LDP records 

To save the demand, press “Save LDP” key. A window will be opened to choose the name and the desired location: 
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If the action is finished correctly, a message informing the demand has been saved will be shown on the screen: 
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8.4.2. How to delete the LDP records 

To delete the demand of the relay, press “Delete LDP” key. A question to confirm the erasing will be shown: 
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If “OK” option is pressed the LDP will be erased in the relay and a message confirming it will appear on the screen: 
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Once the LDP record is erased, all the registers will show the same date and measurements equal to 0: 
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9. OPERATIONS MENU 

 

In the “Operations” menu the following tabs can be found (*): 

 

(*) Some of them depend on the model, thus they might not be available in all the relays. 

 

 

9.1. SET DATE/TIME MENU 

It is possible to synchronize the relay using SICom program. To do so, press “Set Date/Time” option and a window with two options will appear. These options 
are: 

• Current date and time 

• Custom date and time. 
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If the first option is chosen, the relay date and time will synchronize with the date and time of the PC and a message confirming the change will appear: 
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It is possible to check the date and time in the relay and SICom is the same as in the PC: 
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If the second option is chosen, the user can custom select the date and time and the following window will appear: 
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The same message as in “Current Date/Time” option confirming the change will appear. 

The relay will be updated with this new value: 
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9.2. SET COUNTERS MENU 

If the relay is provided with counters, it is possible to adjust the wanted value with the SICom software. 

Press “Set counters” option in the “Operations” menu: 
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The value of the counters can be modified by the user. Simply change to the desired value and a yellow triangle will appear on column on its left to alert the 
user the changes have not been sent. Press “OK” to send the changes: 
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After pressing “OK”, the new counters will be sent to the relay and a green symbol will appear in the column on the left of the values to inform that the counter 
has been successfully sent: 
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9.3. EXECUTE COMMAND MENU 

If the relay has commands, it is possible to execute them through the SICom software: 

Press “Execute Command” key in the “Operations” menu: 
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By clicking on the arrow on the right, a drop-down list with the different commands will appear (these commands will depend on the used relay): 
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Select the desired command and press “OK” option to execute it. A message informing about this action will appear on the screen: 
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9.4. SIMULATION MENU 

If the relay is provided with simulation option (available depending on the model), it is possible to simulate the desired values with the SICom software as if they 
were measured by the relay. The simulation of the activation or deactivation of the states is also available. 

Press “Simulation” option in the “Operations” menu: 
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When clicking on each parameter, a list will be displayed so the parameters that want to be simulated can be selected. 
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To start the simulation, press the “Start Simulation” button: 
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While in simulation mode, modify the values that want to be simulated, they will update automatically. 
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To stop the simulation, press the “Stop Simulation” button. 
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10. SECURITY MENU 

 

In the relays that have the “Security” menu available, the following tabs can be found: 

 

 

10.1. USERS MENU 

The different users and their corresponding passwords can be changed pressing “Users” menu. 
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Pressing “General” and “HMI” the activation, designation, password and role of each user can be defined: 
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When a parameter is modified it must be saved by pressing the “Send Configuration” button: 
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A window confirming the changes will show: 
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Please, consider that the new password must fulfill the following requirements: 
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NOTE: In relay version M1.20 for SIRA and SIRC the user “Custom Names” by default are the following: 
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10.2. ROLES MENU 

In this menu the different roles available and their permits can be found. 
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When clicking in each role the permissions can be viewed or modified depending on the user used to start the SICom session. 
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To modify the permissions, the role used must have the “Manage Security” box ticked. If so, select the permission that wants to be changed and click on “Send 
Configuration” button: 
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A message showing that the modification has been correctly performed: 
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11. CREDENTIALS AND IPS MANAGERS 

SICOM includes a feature that allows users to store usernames, passwords, and IP addresses, making it easier to access devices quickly and securely. 

 

11.1. HOW TO CONFIGURE THE CREDENTIALS AND IP ADDRESS MANAGER 

To enable this feature and save credentials and IP addresses, follow the next steps: 

 

1. Open SICOM software. 

 

2. Press “File”. 
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3. Press “Options” and enable credentials and/or IP addresses manager. 

 
 

4. When accessing either manager for the first time, creating a key for the stores will be required. 
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This key must be 8 characters long and it must be introduced every time SICom is opened in order to be able to use the stored credentials and IP 
addresses. 

 

11.1.1. Credentials manager 

1. Press “Show credentials manager”. 
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2. Add and save the passwords or the users/passwords. 

 

 Depending on the equipment and the version of firmware, different types of credentials are required. There are 3 different cases: 

• Password of up to 4 characters 

• Password of up to 10 characters 

• User/Password 

NOTE: The users and passwords should be the ones found in “Users Menu”. 
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11.1.2. IP addresses manager 

1. Press “Show IP addresses manager”. 
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2. Press the “Add” button and save the Device name, IP, TCP Port and Modbus Adress. 

 
 

NOTE: If the option “Update IP Addresses Manager entries on monitoring” is enabled, the IP address of any accessed relay will be automatically 
saved in the IP Addresses Manager. 
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11.2. USING STORED CREDENTIALS AND IPS 

11.2.1. Credentials 

When accessing the relay, during the “Authentication” step, press the “Credentials manager” button to cycle through the saved credentials. 

 

 

11.2.2. IP Addresses 

When accessing the relay, select the desired IP Address. 
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12. SICOM OFFLINE – CONFIGURATION FILE 

In the most recent relay versions, the settings and configuration files have been merged into one single configuration file. This file includes settings, configuration 
and protocols parameters. If information is needed for the previous separated files, contact aplicacion@fanox.com. 

12.1. How to create a new configuration file from offline mode 

To create a new configuration file in offline mode, follow the next steps: 

1. Open SICOM software. 
 

2. Press “File”. 

 
 

3. Press New and the “Equipment Configuration”. 
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4. Select the relay to set and the corresponding FIRMWARE version and press OK: 

 

NOTE: Be careful when the Firmware version is selected, because depending on the version different settings are available. 
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5. Select the complete model of the relay and press OK to access to the settings file: 
 

 

NOTE: It is very important to select the model correctly. Although in Offline mode all the combinations are accepted, to send the file to the relay in Online 
mode the correct model is mandatory.  
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6. A window with all the characteristics of the relay and of the file will be opened. Also, the different menus can be seen, these are, File, Settings, 
Configuration and Protocols. 
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7. Select a tab in one of the menus to make the desired modification in the file. Each change will be shown with a yellow triangle on the column on the 
left of the setting. 
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8. Press “Save As” to save the settings file. This settings file will be prepared to be sent to the relay in online mode. It is possible to select where the file 
will be saved, and its name: 
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9. Once the action is finished a message, confirming that the file is saved, will appear on the screen: 
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12.2. How to open a configuration file in offline mode 

 

1. Open SICOM software 
 

2. Press “File” 

 
 

3. Press “Open” or double click directly on a saved settings file (both options are valid). 
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4. Select the corresponding settings file and press Open: 
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5. The file will be opened. It is possible to make modifications in the parameters if it is necessary. To save the new file follow the steps previously explained. 

 

http://www.fanox.com/


 

www.fanox.com       Rev.12       212/217 

1 - General Business 

12.3. How to send a configuration file 

Once the relay is connected to the PC it is possible to send the configuration file previously saved I offline mode. To send this file to the relay follow the next 
steps: 

 

1. Connect the relay to the PC and start the session. Press “Configuration” to access to the corresponding window: 
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2. Press “Load Configuration File” option: 

 

 
3. Choose the corresponding file (previously saved in online or offline mode) and press “Open”: 
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4. If the file is correct, the following window will appear. Choose which items want to be loaded and click “OK” to send them to the relay:  “ 
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5. If all the process is correct a message informing about it will be shown on the screen: 

 

 

http://www.fanox.com/


 

www.fanox.com       Rev.12       216/217 

1 - General Business 

6. If the file does not correspond to the connected relay, when “Load Configuration File” is pressed, the following window will be shown: 
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